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i 

FOREWORD 

The protection of classified information, projects, and missions is of paramount importance in fulfilling 

security responsibilities in connection with the Department of Energy (DOE). Operations Security 

(OPSEC) involves a process of determining unclassified or controlled critical information that may be an 

indicator or pathway to classified or sensitive activities requiring protection, whether for a limited or 

prolonged time.  To ensure protection, employees should know and follow the applicable procedures and 

processes outlined in national and departmental policies. 

This handbook does not establish new requirements and any existing requirements are explicitly 

referenced from national policy or a DOE Order using the terms ñmustò or ñshall.ò  It is not intended to 

replace DOE Order 471.6, Information Security, other departmental rules, or national directives. This 

handbook describes one way to fulfill requirements for OPSEC within DOE.   

¶ Section 1 identifies the purpose, history and basic understanding of OPSEC. 

¶ Section 2 describes the general OPSEC Program and the specific OPSEC Program Plan and its components. 

¶ Section 3 discusses the OPSEC five-step process. It provides methods to identify critical information, 

the potential threat, vulnerabilities, and types of countermeasures that may be used. 

¶ Section 4 describes the on-going activities that keep the critical information and related information 

and threats up to date.  Trainings, briefing and awareness activities are provided. 

¶ Appendix A is a copy of National Security Decision Directive 298, National Operations Security Program. 

¶ Appendix B contains a sample OPSEC plan. 

¶ Appendix C provides a sample OPSEC assessment report. 

¶ Appendix D provides a sample threat statement. 

¶ Appendix E contains a sample website review template. 

¶ Appendix F provides the IOSS OPSEC program implementation tiers.  

 

In addition to the sample plans, reports and posters described above, additional resources and information 

may be found under Security Policy Guidance Documents on DOE Powerpedia at 

https://powerpedia.energy.gov/wiki/Office_of_Security_Policy.  Samples may also be submitted for 

consideration and inclusion, as appropriate. 

Beneficial comments (recommendations, additions, and deletions), as well as any pertinent data that may 

be of use in improving this document, should be emailed to Security.Directives@hq.doe.gov or addressed 

to:  

Office of Security Policy (AU-51)  

Office of Environment, Health, Safety and Security (AU)  

U.S. Department of Energy  

1000 Independence Avenue, SW  

Washington, DC 20585 

 

https://powerpedia.energy.gov/wiki/Office_of_Security_Policy
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1.0 INTRODUCTION 

This Department of Energy (DOE) Handbook provides information to assist DOE sites in the 

development, implementation, and evaluation of the Operations Security (OPSEC) program. Specifically, 

it provides information on the five-step process, which includes identifying critical information, analyzing 

the threat, analyzing the vulnerabilities, assessing the risks, and applying countermeasures. It also 

includes examples of the steps and recommendations for successful application. Internal and external 

resources have been referenced for additional information.  

This handbook does not establish new requirements and any existing requirements are explicitly 

referenced from national policy or a DOE Order using the terms ñmustò or ñshall.ò This handbook 

provides guidance to implement DOE OPSEC requirements and therefore uses the words ñshouldò or 

ñmay.ò 

National Security Decision Directive 298 (NSDD 298) requires that all executive departments and 

agencies with national security missions, and the contractors that support them, establish an OPSEC 

program. Application of the OPSEC process is further defined in DOE Order 471.6, Information Security. 

It should be noted that for the purposes of this document, any reference to DOE Order 471.6 will refer to 

the most current version. Equivalencies and exemptions from the national requirements are processed in 

accordance with NSDD 298 and DOE Order 251.1D, Departmental Directives Program. 

1.1 Purpose 

This handbook provides general information to assist DOE sites in developing and implementing its 

OPSEC program. The OPSEC program promotes operational effectiveness by helping prevent  the 

inadvertent compromise of sensitive or classified U.S. government activities, capabilities, or intentions. 

The purpose of OPSEC is to identify, control, and protect sensitive unclassified information about a 

mission, operation, or activity and to deny or mitigate an adversaryôs ability to compromise that mission, 

operation, or activity. 

Security programs and procedures already exist to protect classified matter. OPSEC uses information 

generally available to the public, as well as certain detectable activities that reveal the existence of and 

sometimes details about classified or sensitive information or undertakings. Such indicators may assist 

those seeking to neutralize or exploit U.S. government actions in the area of national security.  The 

OPSEC program includes the development of countermeasures to deny or deter access to those 

adversaries. 

For clarity, critical information will be spelled out throughout this document; however, there are different 

acronyms used by the government. Those acronyms include, but may not be limited to: CI (critical 

information) as used in DOE Order 471.6, CPI (critical program information), and CRINFO (critical 

information). OPSEC is applicable to the entire DOE complex, including all DOE elements and their 

contractors, OPSEC managers, safeguards and security staff, working group members, and general site 

personnel. 
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1.2 Understanding OPSEC 

1.2.1 History  

The underlying principles of denying an adversary information are centuries old. 

George Washington was quoted as saying, ñEven minutiae should have a place in 

our collection, for things of a seemingly trifling nature, when enjoined with 

others of a more serious cast, may lead to valuable conclusion.ò  

Millennia before, Sun Tzu wrote, ñIf I am able to determine the enemyôs 

dispositions while at the same time I conceal my own, then I can concentrate and 

he must divide.ò  

OPSEC was developed as a methodology during the Vietnam War, when Admiral Ulysses Sharp, 

Commander of the Pacific Fleet, established the ñPurple Dragonò team to determine how the enemy was 

able to obtain advanced information on military operations. The team realized that current 

counterintelligence and security measures alone were not sufficient. They conceived of and used the 

methodology of ñthinking like the wolf,ò or looking at your own organization from an adversarial 

viewpoint. They discovered that U.S. forces were unvarying in their tactics and procedures, and the 

enemy was able to make certain predictions based on that knowledge. When developing and 

recommending corrective actions to their command, they coined the term ñOperations Security.ò 

In January 1988, President Ronald Reagan signed NSDD 298, which states that each executive 

department or agency that is assigned to or supports national security missions with classified or sensitive 

activities is required to create a formal OPSEC program. NSDD 298 (provided as Appendix A) 

establishes a national structure and describes OPSEC as ñéa systematic and proven process by which the 

U.S. government and its supporting contractors can deny potential adversaries information about 

capabilities and intentions by identifying, controlling, and protecting generally unclassified evidence of 

the planning and execution of sensitive government activities.ò It further describes the OPSEC process, 

and provides guidance on the application of this process within department and agency activities. 

1.2.2 Current Application 

OPSEC is an analytic process designed to determine how adversaries may collect information so 

countermeasures can be implemented to prevent exploitation of associated critical information. The 

OPSEC program does not replace or lessen the importance of traditional security measures, but augments 

and enhances these traditional security measures by applying sound OPSEC principles.  

Effective implementation of OPSEC policies and countermeasures will have a positive effect on most 

organizations and workplaces. Incorporating OPSEC into day-to-day planning and operations provides for 

early detection of concerns and makes OPSEC second nature to employees. Below are various 

applications of the process: 

¶ Day-to-Day Operations. Routine OPSEC activities should include responses to requests (Freedom of 

Information Act, email, telephone calls), open source communications (including news releases, blogs, 

social media accounts and posts, maps, Global Positioning System location information on pictures, 
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etc.), website reviews, awareness of employee activities, visitors to your facility, and community 

events (conventions, protests, open meetings).  

¶ Contingencies. A contingency is a temporary period of adjustment to the normal work routine to 

cover some unique event. Remember, the adversary may be tipped off to a new activity by detectable 

and observable changes in normal daily routines. Reviewing contingencies ensures there are no 

changes to long-term projects that may require updates. 

¶ Planning. The OPSEC program should identify activities to be considered during planning, including 

identification of critical information, threat assessment, vulnerabilities, risk assessment, 

countermeasures, and documenting the responsible individual(s) for those activities. Tracking this 

process allows early detection of OPSEC concerns, which can greatly minimize the damage an 

adversary can do. 

 

2.0 ESTABLISH AN OPSEC PROGRAM 

Because DOE has a national security mission, it is required by NSDD 298 to establish a formal 

organizational OPSEC program; issue, as appropriate, OPSEC policies; designate departmental and 

agency planners for OPSEC; and advise the National Security Council on OPSEC measures required of 

other Executive departments and agencies in order to achieve and maintain effective operations or 

activities.  Additionally, DOE needs to ensure that education of individuals to the objectives, principals, 

and techniques of the OPSEC process is available, and provide assistance to those who should develop 

local formalized OPSEC programs.   

 

As stated in NSDD 298, the OPSEC program shall have the following common features: 

¶ Specific assignment of responsibility for OPSEC direction and implementation. 

¶ Specific requirement to plan for and implement OPSEC in anticipation of and, where appropriate, 

during department or agency activity. 

¶ Direction to use OPSEC analytical techniques to assist in identifying vulnerabilities and to select 

appropriate OPSEC measures. 

¶ Enactment of measures to ensure that all personnel, commensurate with their positions and security 

clearances, are aware of hostile intelligence threats and understand the OPSEC process. 

¶ Annual review and evaluation of OPSEC procedures so as to assist in the improvement of OPSEC 

programs. 

¶ Provision for interagency support and cooperation with respect to OPSEC programs. 

2.1 OPSEC Program Plan  

The OPSEC Program is dependent on those requirements found in DOE O 471.6.   An OPSEC plan for 

each site or facility, as determined by the governing program office, should be developed and documented 

accordingly (Section 2.2).  

OPSEC planning requires a clear understanding of the activityôs mission and organizational plans. Early 

implementation of OPSEC planning helps to identify  critical information to be protected throughout the 

lifecycle of the program. The OPSEC program must be documented and integrated into organizational 

activities by personnel familiar with the operational aspects of the activity in coordination with supporting 



DOE-HDBK-1233-2019   

 

10 

counterintelligence and security activities. The local OPSEC plan(s) should identify the purpose, roles 

and responsibilities, implementation of the five-step OPSEC process, and assessment determinations.  

This plan should establish an active and cost-effective OPSEC program for the organization. It may 

encompass all activities at a site or be comprised of multiple plans governing individual activities or 

projects. In either case, it should describe the structure and theme of the OPSEC program as well as how 

the program will be administered and managed. 

The plan should also include: 

¶ Identification of internal and external roles and responsibilities for other personnel who can and will 

support the program (see Section 2.3).  

ï Appointment of an individual to be responsible for the day-to-day operations of the OPSEC 

program. This person is responsible for the overall program management and administration. The 

name of the responsible individual should be provided to the DOE Office of Security Policy (AU-

51). 

ï Establishment of an OPSEC Working Group(s). The working group should consist of 

representatives from various site programs and facilities.  

ï Establishment of programmatic relationships.  

ƺ Integrate the OPSEC program into all aspects of site operations. 

ƺ Establish and maintain liaison with various site personnel and offices, such as Intelligence, 

Counterintelligence, cybersecurity, foreign visits and assignments, project managers, etc.  

¶ Identification of information pertaining to activities, programs, facilities, and personnel requiring 

OPSEC protection. 

¶ Development of the critical information list (see Section 3.1).  

¶ Conduct of OPSEC reviews (see Section 3.1.5). 

¶ Conduct of OPSEC assessments (OAs) (see Section 3.3.1). 

¶ Identification of site-specific OPSEC threats not addressed by higher-level threat documents (see 

Section 3.2.3). 

¶ Development and recommendation of countermeasures (see Section 3.5). 

¶ Development and maintenance of OPSEC program files for reference and program documentation 

(see Section 4.2).  

¶ Development and implementation of an OPSEC awareness program (see Section 4.4). 

¶ Development and implementation of an OPSEC training program (see Section 4.5). 

¶ Sharing and exchanging OPSEC-related information and products with other DOE organizations and 

the national OPSEC community (see Section 2.5.2). 

2.2 Identification of Roles and Responsibilities 

2.2.1 Site ï Federal, Contractor, and Tenant Organizations 

In addition to the roles and responsibilities required in DOE Order 471.6, Section 5, sites should consider 

identifying local roles and responsibilities that may include:  

¶ Officially Designated Federal Security Authority. 
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ï Approve the security plan which includes the OPSEC plan.  If it is not part of the security plan, 

the OPSEC plan will require ODFSA approval. 

ï Approve countermeasures as appropriate. 

ï Fulfill requirements and responsibilities delegated to them.  

ï Provide oversight of the OPSEC program. 

ï Review vulnerabilities resulting from OAs that do not require a deviation from DOE policy that 

results in moderate or high risk. 

ï Approve equivalencies. 

¶ Officially Designated Security Authority  

ï Fulfill requirements and responsibilities delegated to them.  

ï Identify individual responsible for overall OPSEC responsibilities. 

ï Develop and submit deviation requests. 

ï Approve the OPSEC plan and submit for inclusion in an approved security plan. 

¶ OPSEC Managers (titles may vary by site) 

ï Responsible for overall day-to-day management and administration of local OPSEC program in 

compliance with NSDD 298, DOE O 471.6, and as provided by law and/or contract. 

ï Provide management with the information required for sound risk management decisions 

concerning the protection of sensitive information. 

ï Develop and implement local policies and procedures. 

ï Develop the knowledge base and charter for any OPSEC working groups (OWGs) established. 

ï In conjunction with the DOE Office of Intelligence and Counterintelligence, develop threat 

information to support the OPSEC program. 

ï Coordinate and communicate with other programs such as primary mission support personnel, 

key stakeholders, foreign visits and assignments, cybersecurity, etc. 

¶ OPSEC Practitioner (titles may vary by site) 

ï Provide support to the OPSEC manager and assists in program activities. 

ï OPSEC practitioners should have the appropriate access authorization and other authorizations 

necessary to access information when conducting their OPSEC responsibilities. 

 

2.3 Establish an OPSEC Working Group 

OPSEC working groups are highly encouraged because of the value added to the program. As necessary, 

the OPSEC program office should establish one or several OWGs within their respective organizations. 

Normally the OWG is composed of representatives from major organizational elements (contracts, human 

resources, public relations, budget, operations and maintenance, etc.) to assist in identifying 

vulnerabilities and making recommendations for corrective action or countermeasures. Members should 

be selected from positions normally included in policy decision-making and have a routine relationship 

with a broad range of other operational and policy areas within the facility. The necessity for security 

clearances for OWG members should be considered when selecting members. Development of an OWG 

charter is encouraged to clearly capture roles and responsibilities. 

OWGs should be established to assist the OPSEC program office with items such as: 
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¶ Developing and setting priorities for the program consistent with approved plans and policies. 

¶ Assisting with the development and prioritization of the critical information list items and related 

indicators. 

¶ Ensuring that OPSEC awareness briefings and materials are provided by OWG members to their 

groupôs employees and contractors. 

¶ Reviewing and discussing the OPSEC plan and threat information on a regular basis. 

¶ Ensuring that suggested corrective measures to mitigate vulnerabilities identified during OAs are 

sufficient, workable, and implemented within their organization. 

2.4 Coordination and Communication 

A successful OPSEC program should have a great source of relevant connections and a network to call on 

when needed. The OPSEC community has a proud tradition of sharing, communicating, and networking 

among DOE sites, with other government agencies, local law enforcement, and private contractor 

organizations. Networking provides a source of connections and opens the door to new ideas, solutions to 

problems, and professional associations. 

Consulting other subject matter experts (SMEs) and OPSEC professionals provides the opportunity to 

network and tap into advice and expertise that would not otherwise be available. If management and 

budget allow, other networking opportunities and resources to consider may include: the national 

Interagency OPSEC Support Staff (IOSS) conference; local or regional OWGs (often sponsored by other 

government agencies, local law enforcement, or other DOE federal or contractor organizations); and 

community events, such as the local chamber of commerce meetings where information on conferences or 

groups that will be coming to town is available.  

2.4.1 Office of Intelligence/Counterintelligence 

Because OPSEC is threat driven, it is vital that the OPSEC manager or their representative establish a 

strong relationship and ongoing communication with the appropriate representative from the DOE Offices 

of Intelligence and Counterintelligence either at the headquarters or local level. Per DOE O 475.1, 

Counterintelligence Program and DOE O 5670.1A, Management and Control of Foreign Intelligence, 

information developed through Intelligence and Counterintelligence program activities is to be shared 

with appropriate program offices, to include the OPSEC program. DOE O 475.1 further states the 

Counterintelligence Office will conduct liaison with site counterparts (e.g., security, intelligence, export 

control, technology transfer, technical surveillance countermeasures, OPSEC, and nonproliferation 

personnel) on national security matters. DOE O 5670.1A requires the Director of Intelligence to share 

foreign political, economic, military, or facility threat-related intelligence and counterintelligence 

information, as appropriate. This communication and coordination is crucial to developing a sound threat 

analysis. As a reminder, a threat analysis should be developed, documented, reviewed annually, and 

updated as necessary to include requirements stated in these directives.     

2.4.2 Internal and External Organizations 

OPSEC professionals typically interact with internal and external entities. This interaction is an 

opportunity for program staff to exchange ideas, share lessons learned, and not ñreinvent the wheelò but 



DOE-HDBK-1233-2019   

 

13 

rather learn from another organizationôs success or failure. The following list may not be all-inclusive as 

individual sites may have additional site-specific contacts.  

Internal interfaces typically include:  

¶ Office of the Chief Information Officer 

¶ Line personnel 

¶ Members of OWGs 

¶ Environmental safety and health staff  

¶ Management teams 

¶ Field Intelligence Elements and/or Special Access Programs personnel 

¶ Counterintelligence 

¶ Local Insider Threat Working Group 

¶ Other Safeguards and Security (S&S) SMEs (e.g., Security Incident Management Program, classified 

matter protection and control, foreign visits and assignments, S&S training, intelligence) 

¶ Other site working groups (threat/risk, etc.) 

¶ Other strategic, collaborative, and initiative teams (e.g., programmatic, communications, outreach, 

tactical) 

External interfaces typically include:  

¶ Federal OPSEC program oversight officials 

¶ Other DOE OPSEC professionals 

¶ Other government agenciesô OPSEC professionals (Department of Defense, Department of Homeland 

Security, etc.) 

¶ Federal, state, and local law enforcement agencies 

¶ Members and staff from the OPSEC Professionals Society, OPSEC Professional Association, and 

IOSS 

2.4.3 Foreign Visits and Assignments 

DOE O 142.3A, Change 1 (MinChg), Unclassified Foreign Visits and Assignments Program, requires the 

site security plan to include an SME review, host and escort requirements, and that the review is 

documented in the Foreign Access Central Tracking System database. Optimally the OPSEC program 

office would serve as the security SME in the foreign visit and assignment approval process since the 

requested access is often associated with access to DOE facilities, programs, information, and 

technologies.  

All foreign visit request packages should be reviewed in accordance with DOE Order 142.3A, Change 1 

(MinChg), Section 4.e, and include a program office review for OPSEC concerns. These reviews should 

ensure that any identified risk to the government associated with access approval for each visit or 

assignment has been appropriately evaluated and mitigated.  

This process allows OPSEC program staff, in coordination with visit hosts, to review all visit requests and 

implement countermeasures to mitigate the foreign visit threat to national assets. 
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3.0  APPLY THE OPSEC FIVE-STEP PROCESS 

OPSEC procedures and requirements were formalized under the provisions of NSDD 298. OPSEC was 

not intended to be a replacement for security programs created to protect classified information such as 

physical security, information security, and personnel security, but was developed to promote operational 

effectiveness by denying adversaries publicly available indicators of sensitive or classified activities, 

capabilities, or intentions. The goal of OPSEC is to control information and observable actions about an 

organization's capabilities, limitations, and intentions to prevent or control exploitation of available 

information by an adversary. The OPSEC process involves five steps, as shown in Figure 3.1. 

 

  

Figure 3.1. Five Steps of the OPSEC Process 

Although the OPSEC process is described as having five definitive steps, which are not intended to be 

strictly adhered to in sequential order, they should be repeated as often as needed or required. A 

recognized strength of the OPSEC process is that its elements are fluid, enabling the process to adapt to 

the particular needs of the organization. The key benefit of the OPSEC process is that it provides a means 

for developing cost-effective security countermeasures tailored to meet the identified threat. The process 

begins with an examination of the entire organization or activity to determine what exploitable but 

unclassified evidence of classified or sensitive activities may be acquired by an adversary through known 

collection capabilities. Evidence indicating sensitive activities can often be obtained from publicly 

available information and pieced together to derive critical information. Indicators of sensitive activities 

may result from routine administrative, logistics, or operational activities that are known to precede the 

execution of a plan or activity. Coordination and liaison with other staff and program offices is critical to 

developing and maintaining a good OPSEC program. Whenever possible, OPSEC managers should 

leverage the results of local analyses (e.g., hazards analysis, security risk assessments, vulnerability 
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assessments) already conducted by the site in preparation for design basis threat implementation. Once 

identified, indicators are analyzed in terms of the known collection capabilities of an adversary. Program 

managers or decision-makers have the ultimate responsibility for mission accomplishment and resource 

management and will determine where and how OPSEC will be applied.  

3.1 Step 1 ï Identification of Critical Information 

Critical information describes those areas, activities, functions, data, or 

information about an activity or facility deemed most important to 

protect.  Looking at it from the adversaryôs point of view, it is the 

information about intentions, capabilities, or activities needed to 

effectively plan and impact the accomplishment of friendly 

objectives.  It may be classified or unclassified information of a 

sensitive nature which may also be controlled unclassified 

information.  The OPSEC program focuses primarily on the 

unclassified information adversaries can collect and analyze, and 

then exploit by compromising, sabotaging, or duplicating.  The 

OPSEC process may also help determine when that information may 

cease to be critical in the life cycle of an operation, program, or activity. 

Critical information is distinguished by the detectable activities and bits of data (indicators) that can be 

pieced together to deduce the actions, capabilities, or intentions of organizations of these sensitive 

programs and activities. Classified information or activities are normally protected by traditional security 

programs (e.g., personnel, information, and physical security); the scope of OPSEC efforts supports or 

enhances those traditional security programs. 

Critical information is what an adversary views as valuable. Critical information that is most accessible to 

the adversary is found in support activities such as administration, budgeting, communications, logistics, 

proprietary information, Official Use Only (OUO), Export Controlled Information (ECI), or personally 

identifiable information (PII); however, it does not need to be marked as such to be an OPSEC concern. 

Even seemingly insignificant information may be valuable to an adversaryôs collection efforts and be a 

part of a larger picture. Prevention or delay of the adversaryôs ability to collect critical information will 

help ensure mission success. The inadvertent release of marked or unmarked critical information can 

cause harm to sensitive programs, activities, or resources, including people. 

3.1.1 Development and Prioritization of Critical Information List 

The critical information list is a compilation of critical information topics. Sites often have one critical 

information list but remote sites or centers may maintain their own. It is necessary to share this 

information for program and assessments. Critical information lists can often contain classified 

information so a classification review should be conducted whenever the list is developed or modified. 

When developing the critical information list, the OPSEC manager in coordination with the OWG and 

SMEs should attempt to answer the question, ñIf I were tasked to find out information about my facility, 

what would I want to know and where would I look for it?ò The ñwhatò would be the critical information 

and the ñwhereò would be the indicators or pathways that lead to the critical information. Once identified, 
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the items on the list are prioritized. This process includes weighing the relative sensitivity of the critical 

information identified against the threat. 

The critical information list and indicators should be approved by senior management and reviewed on a 

continuing basis to ensure it conforms to changes in technology and includes development of new 

programs and projects. 

3.1.2 Elements of Critical Information 

Critical information includes specific facts vitally needed by adversaries about intentions, capabilities, 

operations, and other activities that allow sites to plan and act effectively so as to guarantee failure or 

unacceptable consequences for mission accomplishment. 

The following are examples of generic critical information. This is not a complete listing of critical and 

sensitive information, but provides some idea of the type of information included on the list. 

¶ Date of planned tests and activities 

¶ Test results 

¶ Critical procurement items 

¶ Shipment of nuclear material or devices 

¶ Protective force capabilities and vulnerabilities 

¶ Programmatic activities and capabilities related to the emergency response program 

¶ New technology applications 

¶ Certain aspects of treaty verification 

¶ Procurements 

¶ Vendors 

3.1.3 Indicators and Pathways 

Indicators include any detectable activities (collectible or observable) and/or information that, when 

examined in isolation or in conjunction with other data, point to vulnerabilities or critical information 

items that can be exploited by an adversary. Indicators and pathways are the means by which the 

adversary can obtain an organizationôs critical information. The adversary is primarily looking for three 

categories of indicators or pathways into friendly operations: patterns, deviations, and signatures. Patterns 

are repetitive activities that show sequence and timing of how a person or organization conducts 

operations. Deviations are activities that are not part of a personôs or organizations normal conduct of 

operations (e.g., special or unusual events). Signatures are the signs or evidence that expose or point to 

the presence of critical information. 

Individuals and organizations exhibit several types of patterns in their day-to-day activities. Customs refer 

to those activities that are normally conducted for certain events. For example, it is customary for the 

leader of an organization to call a meeting of top-level managers for a dignitary or notable public figureôs 

visit. Routines are those daily activities that a person or organization performs during normal operations. 

Shift change for the protective force is a routine activity that is conducted at prescribed times and done 

according to standard operating procedures. Habits refer to individual activities that a person engages in 

throughout the day. For example, most employees take the same route to and from work every day. 



DOE-HDBK-1233-2019   

 

17 

Through surveillance and observation, the adversary can discern the customs, routines, and habits of an 

individual or organization that will enable the adversary to predict and anticipate friendly actions. 

Deviations are those activities that persons or organizations engage in when performing tasks in support 

of special or unusual events. An example of a typical deviation is the behavioral change that occurs in 

response to an accident or workplace emergency. While deviations are a disruption of a personôs or 

organizations normal pattern of activity, they nevertheless provide valuable data to the adversary. 

Deviations give insight into how the person or organization performs when the unexpected happens. 

Signatures or indicatorsðthe two terms are used synonymouslyðare data derived from friendly actions 

and open source information that adversaries can exploit to reach conclusions or estimates of friendly 

activities, capabilities, or intentions. A typical example of a signature is the sudden increase in activity 

and the presence of known S&S personnel that usually precedes the conduct of a force-on-force exercise. 

By recognizing and interpreting such a signature, the adversary can predict or anticipate that this activity 

may be an opportunity to observe protective force tactics, techniques, and procedures. Once the adversary 

has gathered sufficient data to identify a personôs or organizationôs patterns, deviations, and signatures, 

the adversary has developed a profile on that person or organization. That profile will enable the 

adversary to delve deeper into friendly actions, capabilities, and intentions. 

The following is not a complete list of signatures, but provides generic indicators that can lead to the 

critical information: 

¶ Work schedules 

¶ Shipping requests or announcements 

¶ Meeting minutes or notes 

¶ Various reports, such as monthly and annual reports 

¶ Scope of work documents 

¶ Organization charts 

¶ Unusual occurrence reports 

¶ Purchasing requests 

¶ Travel requests and trip reports 

¶ Project or engineering drawings or blueprints 

¶ Cost plus award fee or performance-based drafts and reports 

¶ News releases 

¶ Progress reports 

¶ Published articles 

¶ Corporate newsletters 

¶ Emergency plans and procedures 

¶ Budget or financial documentation 

¶ Employee suggestions or grievances 

¶ Standard operating procedures 

¶ Environmental impact statements 

¶ Position vacancy announcements 

¶ Operating manuals 

¶ Safety reports 

¶ Recruitment postings  
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¶ Quality assurance notes 

¶ Information contained on web pages 

¶ Social media sites 

¶ Un-erased whiteboards 

¶ Direct observation of activities, exercises, and tests 

There is no specific requirement on how to format the critical information list and supporting indicators. 

A suggested format includes the priority, critical item of information, and elements of critical information 

and indicators associated with the item, written in a clear, concise manner.  

3.1.4 OPSEC Reviews 

An OPSEC review is a broad scope review of a specific facility, program, or activity to ascertain whether 

critical information exists and determine the level of OPSEC support required.  This review is usually 

coordinated with the OPSEC manager or designated OPSEC representative.  These reviews are 

management tools to identify critical information and aid in subsequent steps.  An OPSEC review may 

result in simply documenting that no further OPSEC support is required or it may determine that 

additional OPSEC support should be established.  Those additional support activities may include:  

OPSEC assessments; consultations; additions to or creation of critical information lists; determination of 

indicators, vulnerabilities, or risks; development or modification of OPSEC plans, etc.  The OPSEC 

review should be conducted early on as part of the planning process related to construction or changes in 

mission scope.  DOE O 471.6 requires a review and update of OPSEC program critical information 

documentation ñas necessary to reflect current assets, threats, operations, and other relevant factors.ò 

Reviews may indicate that a facility, program, or activity warrants that it be included on the regular 

schedule for OAs. The review should be conducted whenever one of the following conditions occurs: 

¶ New construction is planned for a facility that will process or store classified or sensitive information 

or matter. New construction may consist of the addition, demolition, or modification of structures, 

systems, or components for both buildings and infrastructure that affect the security posture or 

security interest of a building or infrastructure.  

¶ New sensitive activities are initiated or existing programs incur significant changes. Sensitive 

programs present a target to adversaries including but not limited to: classified, sensitive, and 

unclassified programs, and those programs that fall into applicable governmental sensitive technology 

lists. Sensitive compartmented information facilities (SCIF) and special access programs (SAP) are 

considered sensitive programs. Significant changes that affect OPSEC critical and sensitive 

information include but are not limited to: new activities, funding, staffing, procurements, vendors, 

new technology, deliverables, Strategic Partnership Programs (SPP) footprint, scope, classification, 

and security area types (new or moves). 

¶ A sensitive program or activity has not been the subject of an OA for the preceding 3 years.  

3.1.5 Public Release Review  

According to DOE O 471.6, ñInformation generated by or for the Federal Government and being placed 

on any website or otherwise being made available to the public must not contain critical information 

unless authorized by the Officially Designated Federal Security Authority (ODFSA).ò  
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Before DOE employees, contractors, or subcontractors post government information to a personal or non-

DOE website it should also be reviewed for the same concerns (see Appendix E). The review process 

should include a multilayer review to ensure suitability of the information for worldwide public release. 

This applies to news releases, promotional materials, technical publications, RFPs, personal resumes, etc. 

Automated analysis tools can be used to assist in the review of information to determine if it is 

appropriate to release it to the public. Certain categories of unclassified information are generally 

recognized as unsuitable for public release. These include, but are not limited to, controlled unclassified 

information such as Official Use Only (OUO), Unclassified Controlled Nuclear Information (UCNI), 

personally identifiable information (PII), protected Cooperative Research and Development Agreements 

(CRADA), and export control sensitive subjects. Due to the diversity of information within DOE, a robust 

review and approval process should be conducted using the following evaluation factors for determining 

suitability for release of information to the public (Figure 3.2): 

¶ Sensitivity. If the information is released to the public, it should not reveal or identify sensitive 

information, activities, or programs. 

¶ Risk. Information that may be used by adversaries to the detriment of employees, the public, the 

department, or the nation should not be approved for release. This determination should be based on 

sound risk management principles focused on preventing potential adverse consequences. 
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Figure 3.2. Review and Approval Process for Information Release 
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3.2 Step 2 ï Analysis of Threats 

The second step in the OPSEC process is the identification and assessment of 

the threat. Threat analysis consists of determining the adversary's ability 

to collect, process, analyze, and use information. The objective of 

threat analysis is to know as much as possible about each adversary 

and their ability to target the organization. It is especially important 

to tailor the adversary threat to the actual activity and, to the extent 

possible, determine what the adversary's capabilities are with 

regard to the specific operations of the activity or program. 

Coordination and liaison with Intelligence, Counterintelligence and 

other intelligence and law enforcement agencies may assist in the 

gathering of threat information. In some cases, there are local program 

offices, and in others there are not, so the OPSEC Manager may be dependent 

on local agency and law enforcement for information sharing. 

Specific threats vary from one DOE site to another and from one program to another with direct relevance 

to the types of operations conducted. DOE O 470.3C, Design Basis Threat, identifies and characterizes 

potential adversary threats to DOE programs and facilities and should be the baseline for the development 

of the facilityôs OPSEC threat statement (see Appendix D for an example). The purpose of the threat 

statement is to identify the potential threats to local site programs, facilities, information, resources, and 

activities. Through collaboration with the local field intelligence elements, DOE senior 

counterintelligence officer, local law enforcement, etc., the OPSEC manager should leverage the results 

of analyses (e.g., hazards analysis, security risk assessments, vulnerability assessments) already 

conducted by the site in preparation for design basis threat implementation.  

Many countries target their efforts against the United States and DOE to obtain critical information 

serving their interests or goals. Adversary strategies continue to focus on economic and defense-related 

information, which includes technology design, use, and innovation. The threat to advanced technology 

can cause loss of information that adversely affects the ability of the United States to compete worldwide 

or protect customers. 

Innovation is the engine that drives American industry. Through a multi-phased acquisition process, 

government partners with industry to apply innovation against challenges to the national objectives. By 

design, government acquisition processes must maintain a level of transparency to ensure economic 

competitors and citizens that the business of government is conducted fairly and reasonably and to 

enhance collaboration critical to the realization of advanced technological breakthroughs. 

Within this framework, the National Counterintelligence and Security Center, formerly called the Office 

of the National Counterintelligence Executive, reports (NCIX 2009): 

ñé a wide variety of foreign entities continued to try to illegally acquire US technology, 

trade secrets, and proprietary informationò and, ñéthe most heavily targeted sectors 

across all [government] agencies included [unclassified and classified] information on 

aeronautics, information systems, lasers and optics, sensors, and marine systems.ò  
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In 2005, the Federal Bureau of Investigation (FBI) arrested a Kentucky maintenance mechanic for selling 

more than 800 blueprints of his employerôs innovative equipment for making liquid crystal displays to a 

foreign-based rival, leading to a conviction of conspiracy to commit trade secret theft,. The blueprints 

were worth an estimated $100 million. The aggregation of unclassified data over time and the trusted 

insider threat nearly resulted in a catastrophic financial disaster for the company. ñStealing trade secrets is 

worse than stealing money from a company. Itôs like robbing a companyôs future,ò (NCIX 2009). 

The General Accounting Office reports the cost to the Department of Defense of schedule delays 

[independent of cause] in 95 weapons systems programs in 2007 was $4.9 million per day. The loss of 

critical information can lead to unnecessary systems redesign. Effective OPSEC helps avoid redesign and 

contributes directly to a programôs bottom line (NCIX 2009). 

ñDeveloping new technologies ensures we remain competitive in modern economic and military arenas, 

but only if we protect the fruits of our labor,ò (NCIX 2009). OPSEC provides a cost-effective, repeatable 

risk analysis process for acquisition program managers to reach program goals and attain an optimal level 

of transparency through the systematic protection of critical information. 

Government acquisitions involve advanced research and development activities associated with new 

technologies, production of critical military equipment or logistics activities in direct support to sensitive 

or classified government activities. The effective protection of critical information is at the heart of 

maintaining our nationôs technologic advantage and is key to the ability of the government, academia, and 

industrial communities to provide superior tools for achieving the nationôs strategic objectives. 

The world is constantly changing and the same is true of the threat. As a world leader, the United States is 

a principal target for the exploitation of its technology and the acquisition system and contractors, often 

performing at the leading edge of technology, make an enticing target for an adversary. 

During the Cold War era the threat to the United States was generally static and consisted primarily of the 

Soviet Union and its allies. Today the threat derives from a list of well-known nation-states and a 

dynamic list of economic competitors and terrorist organizations with only oblique ties to nation-states. 

Detailed information concerning specific adversary capabilities is a necessary input to the OPSEC process 

and may be obtained from U.S. Intelligence Agencies or local law enforcement organizations. This type 

of information is always a critical component of a well-written OPSEC plan. 

3.2.1 Intelligence Cycle  

For the OPSEC manager an understanding of the intelligence cycle is helpful in considering potential 

threats and ways to counter these threats. A brief explanation of the intelligence cycle and the principal 

techniques used to collect classified and unclassified information of a sensitive nature (which may also be 

controlled unclassified information) is provided in this section. The following definitions should be 

considered in the development of any threat statement:  

¶ Threat. A person, group, or movement with intentions to use extant or attainable capabilities to 

undertake malevolent actions against DOE interests. The capability of an adversary coupled with 

his/her intentions to undertake any actions detrimental to the success of program activities or 

operation. 
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¶ Threat Analysis. A process in which information about a threat or potential threat is subjected to 

systematic and thorough examination to identify significant facts and derive conclusions. 

¶ Threat Assessment. A judgment based on available intelligence, law enforcement, and open source 

information of the actual or potential threat to one or more DOE facilities/programs. 

The intelligence cycle is the process through which information is obtained, produced, and made available 

to decision makers. In depicting this cycle, the U.S. Intelligence Community also uses a five-step process.  

1. Planning and direction involves the management of the entire intelligence effort, from the 

identification of a need for data to the final delivery of the product to the consumer. The process 

consists of identifying, prioritizing, and validating intelligence requirements, translating requirements 

into observables, preparing collection plans, issuing requests for information collection, and 

producing, disseminating, and continuously monitoring the availability of collected data. In this step, 

specific collection capabilities are tasked based on the type of information required, the susceptibility 

of the targeted activity to various types of collection activity, and the availability of collection assets. 

Examples of questions an adversary might want to know include: What technologies is the United 

States investing in and at what levels? What is the status of a particular technology development and 

when might it be deployed? What is a particular corporationôs marketing strategy for a newly 

developed product(s)? Where are the technical weaknesses in a new product? 

2. Collection includes both acquiring information and provisioning that information to processing and 

production elements. The collection process encompasses management of various activities including 

developing collection guidelines that ensure optimal use of available intelligence resources. 

Intelligence collection requirements are developed to meet the needs of potential consumers. Based 

on identified intelligence requirements, collection activities are given specific taskings to collect 

information. These taskings are generally redundant and may use a number of different intelligence 

disciplines. Tasking redundancy ensures that the failure of a collection asset is compensated by 

duplicate or different assets capable of answering the collection need. The use of different types of 

collection systems contributes to redundancy and allows the collection of different types of 

information that can be used to confirm or disprove potential assessments. Collection operations 

depend on secure, rapid, redundant, and reliable communications to allow for data exchange and to 

provide opportunities for cross-cueing and tip-off exchanges between assets. Once collected, 

information is correlated and forwarded for processing and production. Internet research might reveal 

the development of a new leading-edge technology at a corporation (open source intelligence or 

OSINT), an employee of a corporation may inadvertently reveal the corporationôs intent to market the 

technology to a U.S. government client (human intelligence or HUMINT) , and intercepted telephone 

conversations between a sales representative and government personnel may reveal the level of 

interest in the technology (signals intelligence or SIGINT). Independently, the information gathered 

may not provide a great deal of insight into U.S. government intentions; however, the aggregation of 

discreet parcels of unclassified information, like pieces of a puzzle, may be used to form the basis of 

an answer to an adversaryôs questions. 

3. Processing is the conversion of collected information into a form suitable for the production of 

intelligence. Incoming information is converted into formats that can be readily used by analysts in 

producing intelligence. Processing may include such activities as translation and reduction of 

intercepted messages into written format to permit detailed analysis and comparison with other 

information. Other types of processing include video production, photographic processing, and 

correlation of information collected by technical intelligence platforms. For example, OSINT may 
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require additional validation through research, HUMINT sources require debriefing, and SIGINT 

often requires technical processing or translation before final evaluation, analysis, and interpretation. 

The speed with which processing occurs affects how quickly an adversary may be able to provide its 

leadership intelligence about U.S. intentions and capabilities. 

4. Production is the process of analyzing, evaluating, interpreting, and integrating raw data and 

information into finished intelligence products for known or anticipated purposes and applications. 

The product may be developed from a single source or from all-source collections and databases. To 

be effective, intelligence production must focus on the consumerôs needs. It should be objective, 

timely, and accurate. As part of the production process, the analyst must eliminate information that is 

redundant, erroneous, or inapplicable to the intelligence requirement. As a result of the analytical 

effort, the analyst may determine that additional collection operations are required to fill in gaps left 

by previous collection or existing intelligence databases. The final intelligence product must provide 

the consumer with an understanding of the subject area and draw analytical conclusions supported by 

available data. Examples of analysis of acquisition-related information may include consideration of 

the source of the data (e.g., the vice president of marketing at a known government contractor, 

postings on corporate websites, and news reports), the validity of the data (e.g., how many sources are 

reporting the information), and does the data make sense when considering previously revealed 

information. 

5. Dissemination is the conveyance of intelligence to the consumer in a usable form. Intelligence can be 

provided to the consumer in a wide range of formats including verbal reports, written reports, imagery 

products, and intelligence databases. Dissemination may be through physical exchanges of data 

and/or interconnected data and communications networks. Once the intelligence has been 

communicated and absorbed, additional intelligence requirements may be levied by the adversarial 

leadership and the intelligence cycle is then repeated. 

OPSEC program personnel should understand the intelligence cycle for three reasons. First, they must be 

aware of the range of threats that confront the program or they will not be able to implement 

countermeasures to deny the adversary access to data that may provide sensitive information. Second, 

knowledge of the intelligence cycle allows the OPSEC program to develop protective measures to thwart 

adversary collection activities. Knowledge of adversary intelligence planning derived through U.S. 

intelligence collection allows the OPSEC manager to determine if their facility, operation, or program is 

targeted, or is likely to be targeted, by a particular adversary. Knowledge of an adversaryôs collection 

methods and patterns allows the development of effective countermeasures. Third, knowledge of the 

adversary's analytical biases can be used to develop programs that deceive the adversary by confirming 

erroneous perceptions.   

Access to intelligence information may be highly classified and require a ñQò access authorization (and 

perhaps even Sensitive Compartmented Information (SCI) access). 

3.2.2 National Threats 

The design basis threat is a statement of the baseline threat to DOE sites, facilities, programs, information, 

and activities. In the development of this threat statement, site-specific geographical, environmental, or 

other unique facility or location characteristics are not considered. It is understood that local threat 

statements, taking into account site- and region-specific conditions, will be developed to supplement the 
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design basis threat. The following definitions describe adversary groups addressed in the design basis 

threat:  

International Terrorists.  Persons or groups who transcend U.S. national boundaries to plan or engage in 

violent acts dangerous to human life and property. The objective of this adversary can vary widely to 

include loss of life; damage to infrastructure and property; or to obtain, destroy, or use a nuclear weapon 

or special nuclear material, radiological material, chemical, or biological agents. 

Domestic Terrorists.  Persons or groups who are U.S. citizens who plan or engage in violent acts 

dangerous to human life and property. This adversary would include homegrown violent extremists. The 

objective of this adversary can vary widely to include loss of life; damage to infrastructure and property; 

or obtain, destroy, or use a nuclear weapon or nuclear material, radiological material, or chemical or 

biological agent.  

Criminals.  An individual or group who obtains and/or seeks to use government property, classified 

and/or Controlled Unclassified Information or material, or nuclear material for the purpose of gaining 

economic advantage; or alters data maintained by DOE; steals; embezzles government funds; or commits 

contract fraud. Can be employee(s) and/or person(s) unaffiliated with the DOE, and encompasses the 

ñcriminal actor or groupò as well as the financial or ñwhite collarò criminal. 

Psychotics. Psychotic illnesses alter a personôs ability to think clearly, make good judgments, respond 

emotionally, communicate effectively, understand reality, and behave appropriately. This individual can 

be an employee (i.e., insider) or a member of the community (i.e., outsider). The objectives of the 

psychotics can vary based on the individualôs mental and emotional state of mind and specific 

experiences. 

Disgruntled Employee. An individual who has become malcontent or disillusioned with the workplace 

environment for any number of reasons such as feeling overworked, underpaid, unappreciated, passed by 

for promotion, or other disagreements/conflicts with management or coworkers. This individual could 

resort to violence and/or other malicious or vindictive acts against persons and/or property. This 

individual can be either an existing or former employee of the organization. 

Activists. Also referred to as single-issue extremists, they may include violent activists who commit 

malevolent acts (violent, destructive, or disruptive) in opposition to DOE programs and are driven by 

ideological, ecological, political, or economic concerns, in violation of federal, state, and/or local laws. 

The category of violent activists does not include lobbyists, pressure groups, nonviolent demonstrators, 

and others opposed to the development and use of nuclear energy, nuclear weapons, or other DOE or 

federal programs, who engage in lawful actions to bring about a cessation of these activities.  

Threat Identification Resources.  The national threat includes nations, groups, and individuals who seek 

to harm the United States. The rapid changes in the global political and economic climate have produced 

a number of significant changes in the perception of threat at the national level. Several valuable sources 

of threat information, along with additional awareness materials, can be found at https://www.dni.gov. 

Items of interest found on the website include but are not limited to: 

¶ National Counterintelligence Strategy of the United States of America 2016 was developed in 

accordance with the Counterintelligence Enhancement Act of 2002. The strategy sets forth how the 

https://www.dni.gov/
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U.S. government will identify, detect, exploit, disrupt, and neutralize foreign intelligence entity 

threats. It provides guidance for the counterintelligence programs and activities of the U.S. 

government intended to mitigate such threats. Each U.S. government department and agency has a 

role in implementing this strategy in the context of its own mission and through application of its 

unique responsibilities and authorities.  

¶ National Insider Threat Task Force (NITTF) Fact Sheet. The task force was established after the 

WikiLeaks release of thousands of classified documents through the global media and internet. Its 

mission is to deter, detect, and mitigate actions by employees who may represent a threat to national 

security by developing a national insider threat program with supporting policy, standards, guidance, 

and training. 

¶ Annual Report to Congress on Foreign Economic and Industrial Espionage, produced by the National 

Counterintelligence and Security Center, is concerned with economic and industrial espionage 

activities against the United States. The report notes that ñmany foreign countries, including some 

traditional U.S. allies, continue their attempts to acquire U.S. trade secret information and critical 

technologies for military and commercial application, through both legal and illegal means.ò These 

reports make the following important points (NCIX 2009): 

ï Some of our traditional allies, as well as our traditional adversaries, are actively engaged in 

collecting our information for both military and economic purposes.  

ï The collector does not have to be an intelligence agent. More and more non-intelligence 

personnel such as foreign industry representatives, students, researchers, scientists, and foreign 

national ñinsidersò working with U.S. firms are engaged in collection activities.  

ï The preferred method of operation is to collect information using legal methods. This refers to the 

collection of open source information, whether it is found in the news media, reported on 

television, contained in organizational or other publications, or posted on the internet. Because 

there are no laws against the collection of open source information, the only recourse is a careful 

review of information for its sensitivity before it becomes an open source. 

3.2.3 Site-Specific Threats 

The OPSEC statement of threat moves from the national to the local level and goes beyond the design 

basis threat by documenting the real and potential threats to a particular DOE facility or site. It lists threat 

types and threat operating assumptions. Local information should be used to adapt the general statements 

from national-level assessments to provide a comprehensive assessment of the local threat situation. The 

local OPSEC threat assessment should systematically address each category of potential adversary in 

terms of four key question areas: 

1. What interest would this group have in your facility? Has it demonstrated any direct interest (e.g., by 

visits, demonstrations, inquiries)? Has it shown concerns for your facility by attacks on U.S. 

government offices or thefts from technical libraries? 

2. Does this group have any known or presumed information requirements associated with your facility? 

How significant would these requirements be? How attractive a target would your facility be for this 

adversary? 

3. What general information collection capabilities has this particular group demonstrated? Are any of 

these capabilities pertinent to your facility? 
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4. Is any element of this group physically located in your area (e.g., a consulate, a commercial office, a 

local chapter)? If so, what does it do? Has it engaged in known information collection activities 

focused on DOE? Are there potential sympathizers (e.g., students, ethnic groups) in your area? Has 

the group sponsored any activities in your area such as rallies or exchange visits? 

When considering whether or not a local threat exists, there are certain assumptions that should be made. 

¶ Our adversaries are at least as intelligent as we are. 

¶ When adversaries visit or access any facility or location for any reason, they are collecting information 

of some intelligence value. 

¶ Foreign visitors and assignees, particularly those from sensitive countries, may receive pre-visit 

collection briefings from their intelligence services. 

¶ Most foreign visitors and assignees may be debriefed by their intelligence agencies in some fashion 

upon their return. 

¶ Adversaries will collect intelligence-valued information by any method. 

Sources of information for local threats include local offices of national organizations such as the FBI, 

local and state law enforcement agencies, other local organizations such as the chamber of commerce, 

both national and local news media, and any local military intelligence offices. 

Once a local OPSEC threat statement is developed, it can be put to three general types of use: 

1. Analysis of OPSEC vulnerabilities, risks, and countermeasures 

2. General orientation and OPSEC awareness programs 

3. Specific elements on threat details pertinent to their activities (e.g., protective forces or personnel 

associated with a specific sensitive program). 

External websites and additional resources that can aid the OPSEC manager with development of a local 

threat statement include: 

¶ FBI Internet Crime Complaint Center ï www.ic3.gov  

¶ Center for Development of Security Excellence ï www.cdse.edu 

¶ Department of Homeland Security (DHS) ï www.dhs.gov 

¶ Digital.gov ï www.digital.gov 

¶ Federal Trade Commission (FTC) ï On Guard Online and "Identity Theft" ï www.consumer.ftc.gov 

¶ Stay Safe Online Resources ï www.staysafeonline.org  

¶ U.S. Computer Emergency Readiness Team ï www.us-cert.gov 

3.2.4 Collection Techniques 

Several collection techniques are used by adversaries to acquire information concerning the United States, 

including HUMINT, SIGINT, imagery intelligence (IMINT), measurement and signature intelligence 

(MASINT), and OSINT. Each of these disciplines is used by adversaries against the United States to 

some degree. Most nations, and many subnational and private organizations, have HUMINT capabilities 

they use to collect data on their adversaries and competitors. While these are not the only methods 

adversaries use, they are the ones most often used against our facilities and will be discussed in more 

detail in this handbook. 

http://www.ic3.gov/
http://www.cdse.edu/
http://www.dhs.gov/
http://www.digital.gov/
http://www.consumer.ftc.gov/
http://www.staysafeonline.org/
http://www.us-cert.gov/
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Intelligence organizations use IMINT, SIGINT, and MASINT to gather data. These collection 

capabilities, however, are often limited by the technological capabilities of the intelligence organization. 

Historically, less technologically capable nations have been unable to gain access to information; 

however, this situation is changing. SIGINT technologies are proliferating throughout the world and are 

being sold by a wide variety of suppliers to nations that are known adversaries of the United States. 

Imagery is becoming more readily available to nontraditional adversaries as commercial imagery products 

that approach the quality of intelligence collection systems become available for sale.  

Most, if not all, results from critical information collections are highly classified and require individuals 

requesting this information to have the appropriate security clearances and storage facilities/systems. 

Open source collection becomes a greater threat as more information is electronically accessible. All 

personnel should be aware of the potential for open source collection against their activities and should 

ensure that protective countermeasures are developed to prevent inadvertent compromise of program 

activities through publication of data in publicly available media. 

3.2.4.1 Imagery Intelligence  

The products of imagery and photographic interpretation processed for intelligence use are referred to as 

IMINT. Imagery collection involves a broad spectrum of imaging techniques ranging from highly 

sophisticated satellite systems to handheld box cameras. Sensitive activities, equipment, or materials are 

often visible at DOE facilities. In many instances, publicly accessible areas provide unauthorized persons 

an unrestricted view of such activities, equipment, or materialðoften from vantage points outside the 

facility, such as high terrain, nearby buildings, or other structures. Unrestricted air space over or near 

most DOE facilities also provides viewing opportunities. It is important to note that what can be viewed 

can also be imaged. 

The imagery threat is of increasing concern because of the ready availability of high-quality pictures. Not 

only do some foreign governments and intelligence services have and use the capabilities of satellite 

imagery, but several sell it commercially. In fact, some U.S. government agencies will, for a price, 

provide high-altitude aerial photography and other imagery of much of the country. 

When applicable, OPSEC plans should have a section or annex describing actions to identify and counter 

imagery collection from air- and space-borne platforms. This portion of the plan must demonstrate how 

the facility will assess possible vulnerabilities by identifying distinctive physical signatures and 

determining vulnerable patterns of operation(s). It may be a part of the OPSEC plan or a separate 

standalone document.  

IMINT provides adversary intelligence services with an extremely valuable collection tool, especially 

during system research, development, and testing stages. Capabilities, including status of the system, 

production rates, new initiatives, new facilities, etc., can be derived from operational activities that can be 

imaged. It is suggested that OPSEC managers obtain ground, airborne, and satellite imagery of their 

facility and, in conjunction with the OWG, perform an analysis of the imagery threat. 

A further consideration related to imagery collection is the Open Skies Treaty. Flights over facilities are 

authorized by the treaty and require the careful consideration of OPSEC managers. Understanding the 

capabilities of all types of imaging systems, and the threat they represent when used in combination, is 

critical to the OPSEC threat analysis process. 
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Overflight collection under the Open Skies Treaty could result in the compromise of sensitive 

information. Aerial observation of special nuclear material movements, exercises, industrial plant 

configurations or activities, outdoor testing, protective force deployments, or storage of equipment could 

give foreign countries direct or indirect insight into DOE and its contractorsô capabilities and readiness, 

beyond that which the U.S. government is prepared to disclose. 

OPSEC should also be considered in foreign visits and assignments (FV&A). These assignments may 

have foreign nationals fly over host sites for training purposes or walk through highly sensitive work 

spaces in the performance of their work. Imagery collection is not confined to cameras and sensor 

equipment, it can be collected mentally. Careful consideration to OPSEC is vital in preventing disclosure 

of sensitive items or activities.  

3.2.4.2 Human Intelligence 

Simply stated, HUMINT is intelligence information derived from or collected by human sources. A 

human source is defined as ña person who wittingly or unwittingly conveys by any means information of 

potential intelligence value.ò HUMINT may be collected by members of diplomatic or trade missions; 

scientific, cultural, or technical exchange personnel; members of onsite inspection teams; persons visiting 

the United States as part of a commercial tour group or as individual tourists; merchant seamen traveling 

throughout the country while their ship is visiting a U.S. port of call; members of criminal elements; or 

well-meaning (or not so well-meaning) activists. It can also be collected by the classic intelligence agent 

or spy. While technical collection means (the other collection disciplines) provide very valuable 

information, there are instances in which HUMINT operations provide details, or pieces of the puzzle, 

that are not available through other sources. 

Attendance at technical symposia, trade shows, and educational seminars can also provide useful 

HUMINT. There is also reason to believe many adversaries exploit the numerous commercial databases 

available both to obtain leads and to collect voluminous amounts of information related to areas they 

deem of specific interest. Such databases and many other open sources provide targeting information for 

use by the collection manager in directing the continuing spin of the intelligence cycle. 

OPSEC programs should include discussions of HUMINT in local awareness training. Many have found 

the local FBI or the DOE Counterintelligence office are willing to provide excellent briefings on the 

subject. 

3.2.4.3 Signals Intelligence  

SIGINT is the composite of data and information from electromagnetic sources that is collected, 

processed, and analyzed.  SIGINT is defined as intelligence information derived from signals intercept 

comprising either individually or in combination all communications intelligence (COMINT), electronic 

intelligence (ELINT), and foreign instrumentation signals intelligence (FISINT), however transmitted. 

Telemetry intelligence, (TELINT) as a subset of FISINT, is a very specialized field of direct concern to 

only a few DOE facilities. The same can be said for ELINT, which generally concerns collection of radar 

and other electronic signals. COMINT, however, is a concern throughout most of DOE. Modern 

electronic equipment or collection hardware provides any intelligence collector the potential to 

systematically listen to clear text radio and telephone microwave transmissions. 
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Historically, the threat of SIGINT collection was from the most sophisticated adversaries, such as the 

former Soviet Union and the Peopleôs Republic of China. Such adversarial threats continue to exist, albeit 

from nation states such as the Russian Republic (the Russian SIGINT site at Lourdes, Cuba, continues in 

operation and shows no signs of being closed) and quite probably remnants of the former East European 

Bloc, not to mention some of the nations of the world deemed ñfriendlyò to the United States. Advances 

in communication electronics, microchip design, computers, and related technologies have resulted in the 

proliferation of equipment capable of SIGINT collection. Most of that equipment is readily available, at 

reasonably low cost, through numerous retail outlets throughout the country. The ability to easily obtain 

such collection hardware has provided less sophisticated adversaries with the capability to conduct 

SIGINT and simultaneously broadened the SIGINT threat spectrum for DOE.  

In explaining the SIGINT threat to the workforce, it may be useful to point out that for an adversary, 

SIGINT can add countless up-to-the-minute details that are not otherwise available. It can also provide 

information on associations and linkages, which is valuable to the intelligence analyst. Because SIGINT 

is passive and unobtrusive, it is difficult to impress the significance of the threat upon the workforce. 

Personnel often accept the fact that an adversary may be capable of intercepting millions of transmissions 

daily; however, they find it hard to believe that an intelligence analyst could actually find their specific 

conversation. Providing those personnel knowledge of the capabilities of modern SIGINT equipment can 

help them understand how it happens. The following are some suggested facts to include in that education 

or awareness effort: 

¶ Sophisticated intercept systems can pick up microwave and satellite transmissions hundreds of miles 

away from the intended receiver. Microwave transmissions and even walkie-talkie communications 

can carry far beyond the intended recipient and in some instances beyond U.S. borders, while satellite 

downlinks can be received anywhere within a ñfootprintò or an area that may be hundreds of miles in 

diameter. 

¶ Scanners can continuously sweep specific frequency bands and automatically lock on active 

frequencies, and then voice-activated recorders operate only when a channel is active.  

¶ Broadband recorders can automatically record a number of frequencies simultaneously (e.g., several 

selected channels in a telephone microwave transmission).  

¶ Recordings can be screened by automatic processing equipment that extracts transmissions of key 

intelligence interest based on parameters set by an analyst. For example, this processing can extract all 

calls or FAX transmissions to designated telephone numbers. Sophisticated processing can search for 

key words or phrases, such as ñtritiumò or ñProject Alpha,ò and pull out conversations containing 

them. This is the modern equivalent of using a magnet to find the needle in the haystack. 

¶ Analysts actually examine in detail only those transmissions that have been preselected as likely to 

contain items of interest. 

¶ Recordings are often maintained in archives and can be screened after the fact. When an analyst finds 

a new program involving certain people, materials, and designators, months or years of previously 

intercepted communications can be processed to extract pertinent information. 

¶ Articles often appear in national and local media relating instances of the use of intercepted 

communications. Such information is very useful in impressing upon the workforce the fact that such 

things can and do happen. 
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3.2.4.4 Measurement and Signature Intelligence 

Effluent streams could be a target for MASINT in an attempt to identify raw materials used in production 

activities; however, it is a relatively arcane collection discipline and only a limited number of nations 

have access to MASINT collection capabilities. Local OPSEC programs should include consideration of 

the threat of MASINT collection against their facilities. If that threat is deemed sufficient to place 

sensitive information at risk, countermeasures should be implemented. 

3.2.4.5 Open Source Intelligence 

OSINT is successful in targeting the United States because of the openness of American society. 

Technical and professional journals are often lucrative sources for information concerning government 

and commercial activities. The growing number of online databases has increased the capacity of 

adversaries and competitors to develop tailored data products on U.S. government and industry activities 

by permitting them to review large quantities of information in a very short time. Search parameters used 

for these databases can be structured to extract only pertinent information for analysis. 

OSINT involves the use of materials available to the public. Some analysts have estimated that the 

Former Soviet Union derived up to 90 percent of its intelligence from open source information. With the 

proliferation of electronic databases, it has become easier to collate large quantities of data and structure 

information to meet the needs of the adversary collector. Open sources can often provide extremely 

valuable information concerning an organizationôs activities and capabilities. Frequently, open source 

material can provide information on organizational dynamics, technical processes, and research activities 

not available in any other form. When open source data are compiled, it is possible to derive classified 

data or trade secrets. This is particularly true in the case of studies published in technical journals. A 

significant understanding of research and development efforts can often be derived by analyzing journal 

articles published by different members of a research organization. 

Finally, open source information is generally very timely and may be the only information available in the 

early stages of a crisis or emergency. Screening of open source material is often an early phase of an 

intelligence collection operation. The openness of our society is conducive to adversary collection and 

many collection requirements can be satisfied by exploiting readily available sources. Those sources 

include technical and trade journals; radio, television, and other mass media; government reports, 

transcripts of congressional hearings, and publications such as the Congressional Record and the U.S. 

budget; social media; laboratory publications; and sales and vendor documents. 

At the local OPSEC level, facility publications, job ads, solicitations, reading rooms and libraries, and 

information accessible through electronic information sources such as the internet could represent viable 

troves for open source exploitation. 

3.2.4.6 Computer Intrusion for Collection Operations 

It is unclear to what extent foreign intelligence services are using computer hackers to obtain proprietary 

data or sensitive government information, or whether they have developed the capability to use computer 

intrusion techniques to disrupt telecommunications activities. Examples of activities include: 
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In March 2016, an unidentified cyber actor gained access to the network of a US regional water service 

provider. Exploiting an outdated server, the attacker used a payment application to access the software 

controlling the flow of chemicals into the water supply. The attacker was able to manipulate the 

chemicals but was largely a nuisance due to the chemical levels being quickly detected by human 

operators. Had the attacker possessed greater knowledge of industrial control system applications, the 

effects could have resulted in a severe threat to public health. 

In January 2003, personnel at a U.S. nuclear power plant were unable to access the safety parameter 

display system due to the Slammer worm. The worm traveled from a consultant's network to the process 

control network for the power plant. The network traffic generated by the worm inundated the control 

network, preventing access to the system for 4 hours and 50 minutes. 

An article from August 1, 2018, describes how one of the 12 alleged Russian hackers indicted for the 

Democratic National Committee hacks attempted to use social engineering to get exploits. Ivan 

Yermakov, a Russian intelligence officer, is alleged to have used the alias Kate S. Milton. While 

operating under this alias, Yermakov reached out to an unnamed Russian-speaking cybersecurity 

researcher offering to share malware samples and help with analysis in exchange for access to any 

exploits she may have. The researcher, who runs a malware-sharing site in addition to being a 

professional security engineer, suspected that "Milton" was not who she said she was, and later her 

suspicions were confirmed by the FBI indictment. She turned her communications with Yermakov over to 

authorities. Chat logs between the two detailed their interactions, culminating in Yermakov offering to 

buy an exploit for a new vulnerability affecting Microsoft Windows. The researcher declined to make any 

sale and that was the last she heard from ñMilton.ò 

Analysis of the threat is the second step in the OPSEC process. National-level threat assessments and the 

DOE design basis threat provide a foundation for the development of the local threat statement. Be 

imaginative in your thinking to ensure all threats are considered. Remember, the purpose of the threat 

statement is not to determine if the capabilities of the adversary place your facility or site at risk 

(assessments perform that function), but simply to identify threats. 

3.3 Step 3 ï Analysis of Vulnerabilities 

OPSEC employs many tools to protect classified and unclassified 

information of a sensitive nature which may also be controlled 

unclassified information, but no tool is more important than the OA, 

as this is the backbone of an operationally effective OPSEC 

program. An OA is the analysis of an organization, activity, or 

exercise to identify sources of information potentially exploitable 

by an adversary, and development of recommendations to mitigate 

these vulnerabilities. OAs may be broad-based assessments that 

use the ñfacilityò approach and involve nearly all facets of the 

organization or facility, or they may be narrower in scope, focusing on 

a single program or exercise, using the ñprogrammaticò approach.  

An OA is a fact-finding not fault-finding process. It is not a security survey, 

audit, or inspection, but focuses on procedural or systemic issues rather than individual shortcomings. 

OAs should not be confused with vulnerability assessments (VAs). VAs are a systematic evaluation 
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process in which qualitative and/or quantitative techniques are applied to identify vulnerabilities and 

arrive at an effectiveness level for an S&S system to protect specific assets from specific adversaries and 

their acts. VAs are conducted in accordance with DOE O 470.4B, Chg 2, Safeguards and Security 

Program, and DOE O 470.3C, Design Basis Threat. Before an OA is considered, check with local S&S 

and VA personnel to leverage recent threat assessments (e.g., hazards analysis, security risk assessments, 

VAs) that have recently been completed and accepted by the ODFSA.  

3.3.1 OPSEC Assessments 

An OPSEC assessment is a thorough examination of an operation or activity to determine if there is 

adequate protection against an adversary.  In basic terms, an OA is a methodology to identify ñwhat we 

doò and ñhow we do itò from the perspective of an adversary and whether it is sufficient to protect 

sensitive information from an enemy. Assessments are fact-finding actions meant to identify information 

sources potentially exploitable by an adversary.  Their primary purpose is to support management by 

identifying and offering mitigating approaches to preclude potential losses of sensitive or classified 

information.  

OPSEC assessments must be conducted at a frequency not to exceed 36 months at facilities that possess 

Category I special nuclear material (or credible roll up to a Category I quantity), Top Secret, or Special 

Access Program information within their boundaries. 

As with most OPSEC activities, the principles are applied during OAs and can be dependent on activities 

present. OPSEC assumes the traditional ñadversarialò perspective during OAs when evaluating 

operations. In most cases, OAs are unannounced (or with limited advanced warning) to better determine 

an organizationôs true OPSEC posture. This ensures results are more realistic and improves the relevance 

of management countermeasure decisions. However, OAs can also be conducted announced with 

applicable staff and management acting as trusted agents. Each approach has its pros and cons.  

Although the phases below are presented as separate and distinct activities, in practice, some typically 

overlap. The phases are applicable whether conducting a broad-based, facility-wide assessment or 

assessing a single narrow function. The breadth and depth of actions related to each phase may be 

modified as necessary. 

OPSEC indicators are the collectible or observable clues that can lead an adversary to critical information 

and can be discovered in planning or when conducting reviews and OAs. 

3.3.1.1 Assessment Determinations 

An assessment determination identifies the where, what, and how of the assessment. The first decision is 

to determine where the assessment will be conducted. The next decision is to determine the approach to 

be used. The approach begins to identify the ñwhatò and ñhowò of the assessment.  

3.3.1.2 Approach 

Both the facility and programmatic approaches have advantages and disadvantages. 
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Facility 

In most instances, identifying a facility is straightforward; it is simply a building wherein a specific 

program or programs are accomplished in their entirety. For some sites it may not be so easy. A facility 

may be within a fenced complex containing many buildings and structures, and a program may cross 

building boundaries throughout the complex or even beyond. In such instances, it may be prudent to 

conduct programmatic assessments rather than a facility assessment. 

In the facility approach, all programs at or within the facility are included in the assessment. The facility 

approach involves a broad spectrum of both technical and support activities throughout the organization. 

Conventionally, the former may include weapons programs, research and development activities, 

production operations, or other missions such as testing, waste management, or cleanup. Support 

activities include administrative and logistical functions such as personnel services, procurement, 

computer operations, waste disposal, budget, shipping/receiving, visitor control, protective force 

operations, etc. Under the facility approach, the critical information list is used to focus the assessment 

effort. While it is not necessary to address every item listed, efforts should be directed toward items of 

highest priority. 

The facility approach can be time- and manpower-intensive and, depending on the size of the facility, data 

gathering can be overwhelming. The entire OA team is normally required when using the facility 

approach. Due to these considerations, it may not be practical to attempt a facility assessment for large 

facilities. 

Programmatic 

The programmatic approach focuses on all activities within a single program. If this approach is selected, 

the organization, activity, program, or technology must be identified. These could include a specific 

weapons program, a research and development program or project, an exercise, the movement of sensitive 

material, or any of the vital activities performed at a facility. However, the activity must have a 

relationship to critical information deemed to require protection from adversary exploitation. In other 

words, it must have a direct connection with, and should normally be included on, the critical information 

list. As in the facility approach, activities that provide support to the program may also be assessed. 

However, only actions directly related to the subject program or project should be included and, 

contingent upon resource availability, it may be necessary to limit that effort to activities and actions of 

highest priority. Although there are exceptions, the programmatic approach is not as time and/or 

manpower intensive as the facility approach.  

3.3.1.3 Methodology 

The assessment methodology continues to identify the ñwhatò and ñhowò of the assessment. The 

methodology can either be visible or invisible.  

Invisible 

The invisible assessment looks at the facility or program from the outside in. This means that the assessor 

or team is not ñread intoò the program or critical information list. The OA assessor or team takes a true 

adversary approach and attempts to gather information on the program or activity much like an adversary 
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would. The goal of the OA is to identify the program(s) and critical information. When conducting an 

invisible assessment, the team should understand that an adversary will have much more time to collect 

and analyze information whereas the OA time is limited. Open source information searches and 

observations play an important role in the invisible assessment. The invisible methodology is not a covert 

or clandestine activity, but it does take on a more realistic approach from the perspective of the adversary. 

Site or program managers are always made aware of invisible OA activities while general site population 

is not.  

Visible 

The visible assessment looks at the facility or program from the inside out. It is visible because the 

presence of the assessment team is readily apparent to the facility or program personnel. The OA 

assessor(s) or team is briefed on the critical information and indicators, and all site personnel are aware of 

the OA activity. In the visible methodology, the assessment will include interviews with facility or 

program personnel. 

3.3.1.4 Scope and Objectives 

The scope completes the ñhowò and ñwhatò and can be either full or limited.  

Full 

A full -scope assessment examines all the elements of critical information and indicators. The assessment 

is more time consuming than a limited or focused assessment. Since all indicators are assessed, the full-

scope assessment will meet the requirements of the programmatic or facility assessment. 

Limited 

There may be times when resources are not available for conducting a full-scope assessment. A limited-

scope assessment examines one or more (but not all) elements of a critical information list item(s) and/or 

indicators. The advantage is that it is not as time consuming as a full scope and only selected team 

members whose expertise is relevant need to be involved. The disadvantage is that several limited-scope 

assessments will be necessary until all list items and/or indicators have been assessed. 

3.3.1.5 Team Selection and Support 

An assessment team is formed when the OA lead, in coordination with the OPSEC federal oversight, 

selects a candidate facility or activity for an assessment. The team leader determines team composition. 

The approach, methodology, and scope determine who and what skills are required for the functional 

areas to be assessed. Team members may be selected based on their technical knowledge (e.g., computer 

technician, weapons designer, engineer, or communications expert), organizational functions (operations, 

finance, contracts, budget, etc.), or recruited from outside of the organization, such as personnel from 

other government agencies, other DOE sites, or external working group members. The OA team may 

range in size depending on the complexity of the function being reviewed and scope of the OA. 
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Team members should have a demonstrated capability to exercise sound judgment, have a practical 

curiosity, be unbiased, and be able to work with others. Team members should also have a good 

understanding of the nature, purpose, and conduct of OAs. 

3.3.1.6 Program and Support Coordination 

Coordination requirements may include, but are not limited to: 

¶ Arranging travel schedules 

¶ Identifying and transferring special access authorizations 

¶ Coordinating in-brief date, time, location, and attendees 

¶ Establishing work spaces at the site of the assessment 

¶ Identifying special equipment needs 

¶ Securing administrative support 

3.3.1.7 Conduct 

The assessment process provides suggested guidance to help the OPSEC manager or practitioner to 

become familiar with the flow and format when conducting an OA. An OA may consist of one or more of 

nine phases. These phases need to be flexible and are subject to change depending on the situation. 

3.3.2 Phase 1 ï Planning and Preparation 

Pre-assessment planning and preparation are vitally important as they set the tone of the entire 

assessment. The preparation phase identifies who, what, when, where, and how the assessment will be 

conducted: 

¶ Assessment determinations consist of identifying the facility or function to be assessed, approach 

(facility or programmatic), methodology (visible or invisible), and scope (full or limited). 

¶ Team assignments are identified by the OA team leader prior to the first team meeting, along with a 

schedule for both preliminary data collection and onsite date collection phases. The team members 

should have skills consistent with the facility being assessed. These skills may cover such areas as 

operations, communications, logistics, or specific scientific and technical disciplines. As a whole, the 

team should have an understanding of the activity being examined, but not be so familiar as to 

jeopardize an objective analysis. Team members must be appropriately cleared for the assignment. 

The onsite data collection phase will include, but will not be limited to, interviews, field observations, 

records review, and analysis. All team members providing input should be instructed that an 

authorized derivative classifier (DC) or reviewing official (RO) must review all information and 

ensure that it is properly and appropriately marked. In some cases, as the assessment progresses the 

team leader may need to adjust assignments and scheduling. 

¶ Preliminary data collection should begin as soon as team assignments are made and be completed 

prior to arrival at the facility. Key individuals involved in planning data collection should begin 

organizing threat data and open source information as early as possible. Because adversary analysis of 

the subject facility or program will most likely be carried out against the background of large amounts 

of open source material, preliminary data collection should also attempt to determine what information 

on sensitive operations is already in the public domain. When collated and analyzed, open source 

information often provides a disturbingly detailed picture of sensitive activities. In the event that 
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critical technologies or other sensitive information are identified, SMEs at the facility should be asked 

to review the open source information as part of the onsite data collection phase. 

Key planners should review their threat statement and coordinate with their intelligence contacts, as 

appropriate. Contingent on the subject being assessed, DOE headquarters may be requested to initiate a 

review of national intelligence threat data related to the activity involved. This analysis will allow the OA 

planners to develop an appreciation of how the activity may fit into an adversaryôs intelligence collection 

plan. 

3.3.3 Phase 2 ï Team Orientation 

The orientation is designed to familiarize the team with the facility. It actually begins during preparation 

and continues to the close of the assessment. The team should follow the same paths of interest as would 

any hostile intelligence organization. Working with program personnel, the team should attempt to gain 

an understanding of the activity in a brief period. The key to success is cooperation and learning the 

details of the activity or facility. To obtain an ideal analysis, the route taken must be a fact-finding 

expedition, not a fault-finding exercise. 

3.3.4 Phase 3 ï Introductory Briefing 

Normally held on the first day of the assessment, introductory briefings are generally conducted at the 

facility where the assessment is to take place and are conducted by the OA team lead and key facility 

personnel. This is as much an information exchange between the OA team and facility personnel as it is 

an overview. The team leader should introduce the members of the team and brief the attendees on the 

overall OPSEC process and how the OA will assist the facility or program manager in protecting 

information. The team explains how they will perform the assessment, the scope, what they will examine, 

and how the assessment will be used. Facility personnel will be asked for recommendations and details on 

the areas of evaluation and conduct of operations. Depending on circumstances, the introductory briefing 

may be waived or handled telephonically. 

In many instances, this is an opportunity to promote better understanding of OPSEC by conducting a 

short awareness briefing. It is also important to emphasize that this is not an inspection. It should be made 

clear that if reportable violations are discovered, the team leader has the responsibility for reporting them 

through the appropriate channels. 

3.3.5 Phase 4 ï Field Data Collection 

Data collection plans cover the primary areas of OPSEC concern and aid in maintaining the teamôs focus. 

Field data collection should include, but is not limited to, interviews with operations and support 

personnel at all levels of the organization, direct observation of as many operational functions as 

practical, records and information reviews, and careful examination of all information channels associated 

with the operations. Some activities and systems that crosscut almost all facilities and programs are 

described as follows. 
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3.3.5.1 Open Source Material 

Open source material is the large amount of 

unclassified information usually available to the 

public, including websites, social media, published 

articles, news releases, unclassified internal 

documents, etc. The OA team needs to identify what 

program- or facility-specific information is available 

to the public. Oftentimes searching for open source 

materials is like looking for a needle in a haystack. 

The assessor must be able to focus the search by 

identifying key words or phrases associated with a 

facility or sensitive program. During the preliminary 

data collection phase, it was noted that any adversary 

analysis of a DOE facility will certainly be carried out against the background of large amounts of open 

source material and the purpose of the preliminary data collection is an attempt to determine what 

information on sensitive operations is already in the public domain. During the field data collection phase, 

it is important to identify the sensitivity of additional information collected. Types of additional open 

source material that should be assessed include media reporting, publicly released documents, technical 

reports presented at conferences and other public meetings, and patents. 

Internet  

One of the greatest indicators of DOE programs, practices, intentions, and procedures is the internet. The 

proliferation of use for email, social media, marketing, and other information exchanges is explosive. The 

highly vulnerable internet has become a vast treasure chest of free information for commercial, political, 

and military adversaries of the United States, activists, terrorists, and criminals. The threat to information 

placed on the internet is stated repeatedly and constantly in both the commercial and government arenas. 

Hardly a day goes by when newspapers or other news media do not have a story about some great hacker 

success, or some theft or fraud committed by individuals abusing the internet. 

Radio and Telecommunications  

Radio and telecommunications may be assessed based on inherent vulnerability to monitoring. Many 

DOE facilities depend heavily on radio communications and virtually all facilities depend on 

telecommunications. Vast amounts of data and information are exchanged on these systems. In an effort 

to understand what equipment is used at the site, where it is located, how it is used, and known 

vulnerabilities, the OA team should attempt to diagram the system in cooperation with the chief 

information office. The OA should, in cooperation with the Chief Information Office, identify the 

equipment in use; assess susceptibility to intercept; and identify particularly vulnerable nodes. Radio 

communications may range from a few handheld units to multiple nets with repeaters covering hundreds 

of square miles and uniting outlying sites. The first step in data collection for radio communications is to 

obtain a comprehensive listing of the nets and their frequencies showing: 
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¶ Users  

¶ Sensitivity of traffic 

¶ Types of equipment employed 

¶ Function 

¶ Periods of operation 

¶ Use of repeaters 

¶ Power levels 

¶ Any unique features (e.g., telephone patch) 

Consider whether or not an adversary could correlate 

transmissions with some observable activity going on 

at the facility. It is also useful to conduct hearing ability tests to obtain some estimate of the distance the 

transmissions can be heard from the facility. 

It is essential to determine if transmission security equipment is available and whether or not it is used on 

a regular basis. If a limited number of secure systems are available, determine if they are allocated to the 

highest priority nets. 

Telecommunications data collection involves the same process used for radio communications, but can be 

more complicated. For example, most facilities do not control telephone switching and may not be aware 

of how their circuits are routed. In some instances, the local telephone company may not be aware of 

routing outside the local area; therefore, the seemingly simple task of developing a system diagram can be 

a major challenge and should be done with other offices, such as chief information office, technical 

surveillance countermeasures, intelligence, counterintelligence, etc. Those diagrams should show: 

¶ Routing of calls within the facility, including location and identification of key equipment, routing of 

main cable runs, and use of any internal microwave links. Determine if internal calls (from one 

location to another within the facility) go to an outside switchboard. 

¶ Routing of lines between the facility and the local telephone central. If the switchboard is on the 

facility, determine if outside calls go through an operator or if anyone can dial directly to an extension. 

¶ Routing of commercial long-distance calls, at least to the point they are mixed with large volumes of 

other traffic. Identify the carriers and whether they use dedicated circuits, either totally dedicated (the 

same specific channel always reserved for DOE use) or partially dedicated (a certain number of 

channels always available for DOE, but not necessarily the same channels). Also, note any special 

lines or direct voice or data lines to other facilities. 

¶ The presence of any other phone circuits within the facility, such as an emergency operations phone 

system, a teleconferencing system, or an intercom system. If these exist, how do they operate? Could 

they be operated in reverse as an eavesdropping net? Do they connect with the standard circuit? 

¶ It is important to identify if anyone has a redial phone and if so, who may deal with customers whose 

relationship is on a need-to-know basis. Redial phones show the last number dialed. If that number is 

for a sensitive customer or SPP, the user should be aware to dial another number after talking to a 

sensitive customer. 

¶ Connections to any outlying stations. 

¶ Any use of mobile stations, cordless phones, or cellular phones. 

¶ Any connections (patches) with radio nets, including paging nets. 
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While it is important to understand there are different locations, operations and challenges for 

telecommunications using the internet, for specific information regarding cloud-based environments such 

as Voice over Internet Protocol (VoIP), contact the Chief Information Office. 

Global Positioning System Devices. The rapidly evolving market of devices, applications, and services 

with geolocation capabilities (e.g., fitness trackers, smartphones, tablets, smartwatches, and related 

software applications) presents significant risk to personnel both on and off duty. These geolocation 

capabilities can expose personal information, locations, routines, and numbers of personnel, and 

potentially create unintended security consequences and increased risk to the mission. 

Cellular Telephones. After identifying and diagramming the circuits, assess the system and identify any 

links that are particularly vulnerable. Personnel using those circuits should be aware of their heightened 

vulnerability and the circuits should be examined in cooperation with the chief information office to 

identify means of improvement. Cell phone users think of the instrument in the same manner they think 

of the desk telephone. The instrument is thought to be ON when in use and OFF when not in use. A cell 

phone, however, maintains some sort of communication with its cellular service provider unless the unit 

is turned OFF. Even then some instruments can be activated (turned ON) remotely without the user's 

knowledge. Since cell phones are wireless and can be carried from office to office or building to building, 

the potential exists for the inadvertent broadcast of conversations. Policies regarding the introduction of 

cell phones into the work area, particularly in areas where classified or sensitive unclassified information 

is processed, should be examined. Adherence to these policies should also be observed.  

Voicemail. With today's technology, voicemail may also provide vulnerabilities to interception. What is 

the software used for voicemail and does the vendor maintain a master password? Master passwords are 

often used by the vendor to access the system remotely, thereby eliminating onsite repair. Unfortunately, 

accessing the system also permits the vendor access to user accounts. 

Facsimile. Fax machines may be a particular problem because of the technical data they process. Identify 

where such machines are located, who or what offices use them, and what sort of traffic is passed over 

them. 

Secure Telecommunication Devices. Determine if secure telecommunication devices are available, such 

as STE, Viper, satellite, cell or other encrypted communication devices.   Be aware of storage and 

functionality of these devices.   For example, are they situated where people who should use them have 

ready access? Do telephones in sensitive areas have disconnect switches? Are they used? Attempt to 

identify what routine coordination is accomplished on telephones located in sensitive areas. For specific 

information work with the Chief Information Office.   

Overall, the most pressing question is: Could an outsider easily monitor sensitive traffic on a systematic 

basis? Specific countermeasures must be considered where the combination of sensitivity and 

vulnerability is high. This may include encrypting traffic or using alternate transmission means, such as 

sending a computer file by mail on a thumb drive rather than over a vulnerable data link. 
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Computers and Computer Networks 

Computers and computer networks pose unique OPSEC 

concerns related to information control. They contain vast 

amounts of easily accessed, neatly ordered data that is 

vulnerable to tampering. Enforcing need-to-know is 

difficult since access is generally to an entire category of 

data. A disgruntled insider or individual who gains 

unauthorized access can severely disrupt an operation. 

Standard computer security practices may be assessed and 

computing resources reviewed using one or more 

available techniques, however it is important to 

understand there are different locations and configurations 

for data storage.  For specific information regarding 

internet and cloud-based environments, contact the Chief Information Office.   

OPSEC personnel should work closely with computer security personnel. They have mutual interests in 

information control. In most instances, however, computer security assets focus on hardware and software 

vulnerabilities, while OPSEC personnel focus on available data concerning operations. This data is made 

available by operations personnel and may provide indicators of sensitive activities. Therefore, computer 

systems must be assessed to determine potential operational vulnerabilities.   

Obtaining a description of the system is a first step in collecting data about it, but it can also be an 

important step for an outsider trying to get into the system or identify its most critical elements. 

Determine if layouts of either classified or unclassified systems are readily available to an adversary. 

Purchase orders or service contracts may describe system equipment in detail and identify modifications. 

Such information should be protected from routine access by unauthorized personnel. Most facilities have 

a long-range computer plan, which should be reviewed to determine its usefulness and availability to 

adversaries.  

Knowledge of the software used with an operating system and of the communications network supporting 

the system could aid intruders. Determine who develops applications programs, and by whom and how 

software and hardware maintenance is performed. 

Information on the physical layout should also be protected. An adversary seeking to disrupt operations 

may be very interested in the exact location of key equipment or the exact routing of cables. 

Classified Computers. Classified computer systems may have OPSEC concerns that are outside the 

realm of conventional computer security. Connections, for example, may show sensitive associations. For 

example, adding an encrypted linkðperfectly secure from a computer security point of viewðcould 

indicate startup of a new program. Ideally, a classified system has no unclassified links and no 

unclassified output. However, classified systems might produce unclassified reports or input to such 

reports. If this is the case, determine who designs the reports, who reviews them, and whether or not the 

process could be manipulated to obtain classified information. 

Unclassified Computers. Most facilities have systems with numerous unclassified computer files. Many, 

such as personnel files, accounting files, and purchasing files, are quite sensitive. Typically, they are 
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compartmented and protected by passwords. But the compartments or the number of users may be so 

large that there is little actual protection. Ideally, passwords should be randomly generated, carefully 

protected, and regularly changed. Sophisticated network programs may link many individual databases 

into a complex interactive system with widespread dial-up access. That is good for operations, but bad for 

OPSEC. 

Protection accorded each computer system should be assessed to determine if it is adequate for the 

sensitivity of the data it contains and of the data contained in any other system with which it networks. It 

may be appropriate to encrypt some lines, ensure that certain transmissions take place over specified 

circuits, or replace some transmissions with courier or mail service. The objective is to find the optimum 

balance between security on the one hand; and cost, timeliness, reliability, and common sense on the 

other.  

Controlling computer access is of little value if the output is printed on paper and distributed throughout 

the facility and elsewhere. The distribution of such products and their ultimate disposition should be 

determined. Excellent computer security can be defeated by poor control of the products of the system. 

It is important to keep in mind that computers are no longer a world unto themselves. Numerically 

controlled machines, fitness monitors, hi-tech watches, gaming systems, industrial robots, drones, and 

artificial intelligence systems are a few examples of systems that have their own embedded computers 

and that may interface directly with computer networks. The OPSEC professional has to keep all of these 

in mind (along with emerging technologies) as they implement their plan. 

Trash 

Trash, recycling, salvage yards, and similar services are assessed and analyzed because of the potential 

for sensitive data to enter these pathways. 

Trash invariably contains such matter as scraps of notes and other written materials, discarded wrappers, 

and shop sweepings. OPSEC personnel should know where trash is accumulated, how accessible it is to 

outsiders, who collects it, and what the collectors do with it. Contracts should obligate the contractor to 

destroy the material consistent with the requirements contained in the DOE Orders and locally approved 

site procedures and OPSEC personnel should verify compliance by unannounced spot checks to validate 

that the material is being properly destroyed. At a minimum, local site procedures would require the 

contractor to destroy the material or deliver it to a well-run landfill, and OPSEC personnel should verify 

compliance by unannounced spot checks to validate that the material is being properly destroyed or left 

undisturbed. 

The concerns about general trash are magnified in regard to paper 

waste. The first step is to determine how the system works. How is 

paper waste collected, where does it ultimately end up, and how 

accessible would it be to systematic collection or occasional screening 

by an interested outsider? Ideally, trash and paper collection points are 

on a closed facility; outsiders do not have access to dumpsters or other 

containers; facility personnel collect the material on a regular basis; the 

material is brought to a sanitary fill on the facility where it is promptly 
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covered by dirt; outsiders are not allowed access to the sanitary landfill; and operating personnel are alert 

to any signs of digging or scavenging. 

It is one thing to describe how a system should work and another to determine how it does work. Enough 

information should be gathered to determine how the system really functions. For instance, does a 

weekend or a late evening visit to the normally neatly covered landfill reveal papers and other material 

blowing around in the breeze?  

Recycling programs are often economically sound, but can be particularly worrisome from an OPSEC 

viewpoint. If they are not controlled, these programs could assist an adversary's collection activities. By 

systematically destroying large amounts of sensitive material, a recycling program can perform a 

welcome OPSEC service. Ideally, the ultimate receiver should be contractually obligated to destroy the 

material locally and in a controlled facility.  

Dumpsters or trash collection points that are accessible to outsiders should be randomly checked. 

ñDumpster divingò entails rummaging through the trash, collecting a representative sample of papers or 

other materials of interest, and systematically reviewing them to determine their sensitivity. Consider 

things such as: 

¶ Is anything classified or sensitive? 

¶ What could someone learn from these materials? 

¶ What procedures are involved in handling the trash and what is its ultimate disposition? 

¶ What physical protection is provided? 

Practical measures to reduce vulnerabilities include: 

¶ Shredding, burning, or otherwise destroying sensitive papers before they enter the waste stream. 

¶ Requiring the use of a landfill on the facility. 

¶ Reducing access at critical points in the operation (e.g., locking dumpsters). 

¶ Developing stricter control procedures and a monitoring program to ensure compliance.  

Salvage 

Salvage materials include serviceable equipment no longer needed, unserviceable items, surplus 

equipment, and machine turnings sold as scrap. The OPSEC challenge is to ensure they do not provide 

sensitive information or indicators to unauthorized individuals. In reviewing salvage, check both the 

paperwork and the items themselves. Consider such things as: 

¶ Do records at the salvage point show what program or account released the material for sale?  

¶ Does the buyer receive such information?  

¶ Is material from sensitive activities systematically inspected before it is turned in for salvage?  

¶ Does the material itself reveal anything of value to an adversary, such as size or shape of a product or 

simply the fact the material is being used at the facility? 

Reports 

Program-related information such as reports, internal and external documents, patents, scientific 

publications, facilities engineering, budget data, and procurement information could present concerns for 
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an OPSEC program. Countless reports are generated within and between DOE facilities, contractors, and 

other agencies or activities. Many if not most of these reports are unclassified. The reports are both 

technical and administrative, and represent a collection of data related to DOE programs, activities, and 

facilities. Because of the constant demand for information, reports flowing up through the levels of 

management often provide excessive detail and are subject to broad dissemination. 

The assessment team should review reports and the reporting system. The review should identify and 

describe the overall reporting system at the facility; specifically: 

¶ Who prepares the reports?  

¶ What type of information is included?  

¶ What number of copies are produced?  

¶ What is the classification level? 

¶ Who is on distribution?  

¶ What is the ultimate disposition? 

Internal Use Documents. Every facility also has unclassified documents prepared for internal use. These 

documents range from materials, such as newsletters, which may be prepared in multiple copies, to 

individual notes and memos. Inevitably, much of this material becomes available to the public at large, 

and much of it is susceptible to a Freedom of Information Act request. 

Public Media. Public media runs the gamut from material prepared for the general public to technical 

publications for special interest groups. Much of what the public media prints about DOE involves 

information obtained from interviews and tours of facilities, informal discussions with personnel, semi-

official visits to operational facilities, and simply local interest stories. This type of writing is often done 

in conjunction with a DOE public affairs office and can provide glimpses into many sensitive areas, such 

as names and procedures associated with a specific program. That information could be very important to 

an adversary trying to develop an understanding of a system or program and its projected activities. 

Public Releases. Material in the public media is supplemented by material that the government publishes 

and releases. In fact, there is no clear line. The voluminous public record is a major source of what is in 

the public media. Annual reports and transcripts of congressional hearings, for example, are major 

sources of information on the scope and status of programs. 

The conflict between the public's right to know and the government's responsibility to protect sensitive 

information related to some programs is exemplified by environmental reports, particularly environmental 

impact statements. Specific legal requirements establish what must be included in an environmental 

impact statement. Yet, environmental data could reveal sensitive process details. Publicly released data 

may often contain information beyond that which is required to satisfy the purpose of individual 

documents. This requires close coordination between OPSEC personnel and those responsible for 

producing such reports. 

Patents and Scientific Papers. Patents and scientific papers often provide details of technical processes 

at the forefront of developing technology and are therefore described together. Patents and scientific 

papers often address sensitive details of current processes and are typically indexed in electronic data 

bases. Additionally, presentations of papers may include much informal discussion, providing a 

significant opportunity for leakage. This problem requires careful screening of papers and a high degree 
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of security awareness on the part of the person or persons involved. Nevertheless, there are several major 

difficulties: 

¶ Implications of a technical achievement are not always clear, so information may be released before 

the full technological impact or the potential classified applications are recognized. 

¶ Classification determinations are often made on the basis of one specific patent or article and its 

relation to a specific classification guide. Cumulative effects are difficult to address, so sensitive 

technical information can easily be released piecemeal. This ñcompilation effectò may dictate that 

later reports be classified or given an appropriate marking such as Unclassified Controlled Nuclear 

Information or Official Use Only. 

Procurement Cycle. The procurement function represents a viable target for adversary exploitation. This 

is at least in part due to the fact that it generates voluminous amounts of documentation and it must 

maintain an audit trail.  

The procurement function generally operates in a cyclical mode with five steps: 

1. Generating a need, normally submission of a requisition or purchase request from the user. 

2. Selecting a supplier, performed by the buyer in the procurement office. 

3. Documenting the purchase, formalized by consummating the contract between the purchaser and 

supplier. 

4. Providing the item or service by the supplier. 

5. Paying the supplier.  

Each step in the procurement cycle generates documentation. OPSEC should determine the degree of 

accessibility an adversary might have to that documentation and whether or not it provides sensitive 

information or useful indicators thereof. While practicality demands that most procurement systems 

operate in an unclassified mode, it must be realized that procurement actions may provide indications or 

details of very sensitive activities. 

The documentation provides numerous elements of information. For example, it identifies many 

individuals by name and perhaps reveals their job title, office location, phone number, and cost account 

code. It normally identifies the buyer and seller and includes telephone numbers, addresses, and other 

similar information related to each. It undoubtedly provides a detailed description of the goods or services 

being procured and designates a location where delivery is to be made or the service is to be performed. 

The potential for correlation of elements of information in the above example is obvious. A given 

individual located in a specific office or element of the facility has a need for a specified product or 

service, for use in a designated program or project (identified by the account code). A specific buyer has 

contracted with a specific supplier whose address is identified to fulfill the need. OPSEC personnel 

should determine whether or not this type of system is placing sensitive information or activities at risk 

within the facility or program(s).  

Facilities Engineering. Information on the detailed physical layout of a facility can be of great value to 

an adversary. It could be used in planning and executing an operation against the facility or it may simply 

add to the adversary's intelligence database. An adversary planning to disrupt operations or obtain 
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material or information must identify the target; know exactly where it is, how to get there, and how well 

it is protected. Such information could be obtained from engineering drawings or other material produced 

by engineering organizations.  

Publicly available site maps typically provide general information of interest to an adversary; engineering 

drawings and contract specifications may provide the specific details. They often reflect information on 

building layouts, process lines, and utility systems. In some instances, they identify the location of vaults, 

key offices, or sensitive operations. Security features, such as wall thicknesses, fence lines, security posts, 

and alarm systems, may also be detailed.  

Details concerning the accessibility and sensitivity of the information should be obtained.  

¶ How much of it is available in unclassified computer systems?  

¶ Is it passed to contractors to solicit bids or to support activities?  

¶ Are there outside agencies (e.g., a local fire department) who require this information?  

¶ Overall, what information is distributed?  

¶ To whom?  

¶ What controls are placed on it?  

Other Data Collection Activities 

The following list provides opportunities for an adversary to collect information and should be included 

in the assessment process: 

¶ Conversations in public places 

¶ Open areas/windows 

¶ Job postings (internal/external) 

¶ Company credit cards 

¶ Travel documentation 

¶ Bulletin board postings 

¶ Foreign national visits/assignments 

¶ Foreign travel reports 

¶ Imaging vulnerability 

¶ Cooperative Research and Development Agreements 

¶ Technology transfer efforts 

¶ Telephone logs 

¶ Employee suggestion programs 

¶ Work for others or SPP  

¶ Janitorial services 

¶ Protective force operations 

This list of topical areas is not all inclusive. Each facility and program may be unique, but data collection 

fundamentals must consider the identified critical information and indicators related to the facility or 

sensitive program. 

Data collection efforts should be flexible, with schedules able to change on short notice. For large teams, 

daily team meetings should be scheduled to keep everyone abreast of events. The collection process 
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involves scouring through papers, observing operations, and the possibility holding a constant stream of 

interviews, often with the facilityôs busiest people. It is during this stage that the purpose and scope of the 

assessment might change as a result of the observations. 

3.3.6 Phase 5 ï Data Analysis 

The data analysis phase is not so much a point in time as a gradual transition, with the collection process 

itself becoming ever more analytical with each passing day. Preliminary drafts of observations and 

findings are generated to help direct continuing data collection and provide focus during team meetings. 

The key to the analysis process is doing it from the hostile interestôs point of view. This makes it highly 

subjective. In effect, the OA team adopts the adversaryôs mind set. The OA team attempts to follow the 

same indicators or pathways the adversary would take to arrive at the critical information. To do 

otherwise would defeat the purpose of the assessment. 

Due to the large amount of data collected during an OA, the team should decide early how to organize it. 

It could be sorted by functional areas, distinct missions, phases, or program. Sorting the data 

systematically puts the information into a clear operational perspective, helps keep the data manageable, 

and makes referencing more convenient during analysis. 

As part of the analysis phase when potential vulnerabilities emerge, the vulnerabilities should be validated 

by the team in conjunction with appropriate facility or program personnel and be classified as appropriate. 

Particularly, sensitive issues should be brought to the attention of senior facility or program management 

by the team leader. The team should always maintain the fact-finding not fault-finding philosophy. 

3.3.7 Phase 6 ï Draft Report 

A draft report should be prepared at the conclusion of the assessment. The draft OA report should include, 

at a minimum, documentation of observations, analysis, and preliminary recommendations. 

Observations are any issues or vulnerabilities identified during the assessment, including pathways that 

adversaries could exploit and an explanation of how they could be used and what information could be 

revealed. Suggestions are potential countermeasures that a manager or decision maker could implement to 

protect information that is vulnerable. Since it is the responsibility of the manager or decision maker to 

review and determine whether or not to implement a suggestion, there should be sufficient information 

provided to help make an informed decision. The manager or decision maker should be presented with 

alternatives, if possible, rather than just one solution. The draft report may also document actions taken 

during the assessment process to mitigate identified vulnerabilities or prevent disclosure of sensitive 

information. In addition to these topics, it is suggested that assessment reports include the following: 

¶ Purpose of the OA 

¶ Scope of the OA 

¶ Constraints that influenced the results 

¶ Methodology used in collecting data 

¶ Applicable critical information and indicators 

¶ Pertinent threat information 

¶ Acknowledgment of support (accolades) 
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The draft report and related notes/correspondence should continually be reviewed for classification. 

3.3.8 Phase 7 ï Exit Briefing 

At the conclusion of the assessment, whether visible or invisible, the assessment team should conduct an 

exit briefing that highlights the results of its effort. This briefing will help explain the observations and 

information that may be contained in the report and answer questions that may arise. The originator of the 

report is responsible for ensuring the resulting assessment report is properly reviewed and marked for 

classification. Senior management, key personnel from the subject activity or facility, and others as 

appropriate should be invited to attend the briefing. At this time, a copy of the draft assessment report 

should be provided to the senior manager. 

Unlike the introductory briefing, this is a formal briefing covering specific subjects that could include:  

¶ The critical information item(s) and associated indicators as they relate to the activity or facility  

¶ A review of the general and local threat profile  

¶ A synopsis of the teamôs observations  

¶ Recommended countermeasures 

¶ Accolades for positive acts noted during the assessment such as maintaining a strong security culture, 

having a robust OPSEC program, cooperation with the team from staff members, etc. 

3.3.9 Phase 8 ï Final Report 

Providing a draft report to the facility or program manager provides key management and other facility 

personnel the opportunity to review and comment. (Appendix C provides a sample format for an OA 

report). However, in some instances additional data and information will be discovered that was not 

available to the team at the time of the exit briefing. 

Before issuing the final report, the facility or program manager should have the opportunity for a final 

review and comment. Following the review and comment process, the final report should be prepared (do 

not forget the classification review) and forwarded to the manager through the cognizant DOE federal 

oversight. Finally, a copy of the OA report and supporting documentation should be retained as a part of 

the OPSEC program files. 

3.3.10 Phase 9 ï Follow-on Tasks 

Whenever an assessment report includes suggestions, it is important to periodically follow up with the 

facility or program manager to review actions taken. However, the decision whether or not to implement 

any suggestion is at the discretion of that manager, for it is the decision maker who accepts the risk. 

3.3.11 Summary  

The OA process is flexible and adaptable. Although the phased process outlined above is a proven 

management tool, it may be modified to meet specific requirements. The makeup of the OA team can 

often be a determining factor in the success or failure of any assessment. Care should be taken to ensure 

that suggestions accompany any observations made and that the assessment report includes credit in areas 

where positive action is being taken to protect sensitive information. 
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3.4 Step 4 ï Assessment of Risks 

The assessment of risk is the fourth step of the five-step OPSEC process.  

Risk assessment is the heart of the OPSEC process. In a risk assessment, 

threats and vulnerabilities are compared to determine the potential risk 

posed by adversary intelligence collection activities targeting an 

activity, program, or organization. When the level of vulnerability is 

assessed to be high and the adversary threat is evident, then adversary 

exploitation is expected, and risks are assessed to be high. When the 

vulnerability is slight, and the adversary's collection ability is rated to be 

moderate or low, the risk may be determined to be low, and no protective 

measures may be required. Based on the assessed level of risk, cost/benefit 

measures can be used to compare potential countermeasures in terms of their 

effectiveness and cost. 

The goal of the OPSEC program is to support the operations of a program, project, facility, activity, 

event, exercise, etc. Total security can equate to zero operational capability. If everything is totally secure, 

there is no movement, no access, and no use of the asset. Therefore, total security means no production or 

results. Since we cannot operate in such an environment, we must accept a certain degree of risk. OPSEC 

supports the operational decision maker in determining the level of risk that is acceptable. 

3.4.1 NSDD 298  

NSDD 298 clearly states the responsibility for the level of OPSEC application lies with the activity owner 

or decision maker. When deciding the degree of OPSEC application, the manager or decision maker must 

consider the impact of loss associated with the asset, how much risk can be accepted, and how much he or 

she is willing to spend to reach an acceptable level of risk.  DOE O 470.3C, Design Basis Threat and 

DOE O 470.4B state the acceptance of risk is the responsibility of a Federal employee. High risk to 

certain DOE assets have to be accepted by the Secretary of Energy and moderate risk is accepted by the 

Program Office.   

3.4.2 Risk Determination 

The risk assessment phase provides the decision maker with a firm foundation upon which to make a risk 

management decision. Information necessary to the decision-making process relates directly back to the 

first three steps of the OPSEC process: identify critical information, analyze the threat, and analyze 

vulnerabilities. Critical analysis provides decision makers with information concerning their assets and 

how vulnerable those assets are to threatening acts. As a function of risk analysis, management must 

always be aware of the bottom lineðhow much will recommended countermeasures cost? With this 

information they will weigh the impact of the loss or compromise against the countermeasure. 

Risk analysis helps determine whether the adversary has the intent and capability to exploit vulnerabilities 

and, if so, the potential impacts. Risk can never be completely eliminated, which is why we must have a 

system to manage and reduce the risks to our critical information/operations. 

Threat ³ Vulnerability ³ Impact = Risk 
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Threat is the adversary's intent and capability, vulnerability  is the weakness that provides the adversary's 

opportunity, and impact is the potential negative consequences inflicted upon a programmatic mission or 

facility. Risk assessment helps a decision maker identify which vulnerabilities require protection and the 

amount of protection of countermeasures that are to be applied. The level of risk associated with each 

vulnerability will help prioritize the application of resources. It is important that all personnel use the 

same scale when assessing the vulnerabilities and threats. What is the cost if the threat exploits the 

vulnerability? The cost is not just money. ñCostò must also take into account: 

¶ People ï what is the potential loss of life or severe injury? 

¶ Time ï what happens if the operation/mission does not happen on time? 

¶ Money ï what will it cost to secure? 

¶ Resources ï what other physical resources are at risk: weapons, computers, vehicles? 

¶ Reputation ï what are the public and professional perceptions? 

Risk analysis answers these questions: 

¶ How likely is an adversary to exploit a particular vulnerability? 

¶ What are the consequences if it does? 

3.5 Step 5 - Application of Countermeasures 

The OPSEC Program can assist managers in developing and to a certain 

extent implementing countermeasures to mitigate vulnerabilities to their 

programs and activities.  In this step, countermeasures are developed 

that will ideally eliminate the adversary threat, the vulnerabilities that 

can be exploited by the adversary, or the utility of the information. In 

assessing countermeasures, the impact of the loss of critical 

information on organizational effectiveness must be balanced against 

the cost of implementing corrective measures. Possible countermeasures 

should include alternatives that may vary in terms of feasibility, cost, and 

effectiveness. Based on the probability of collection, the cost effectiveness of 

various alternatives and the criticality of the activity, countermeasures are selected by 

the program manager or decision maker. In some cases, there may be no effective means to protect 

information because of cost or other factors that make countermeasure implementation impossible. In 

such cases, the manager must decide to accept the degradation of effectiveness or cancel the activity. As a 

reminder, DOE O 470.3C, Design Basis Threat and DOE O 470.4B state the acceptance of risk is the 

responsibility of a Federal employee. High risk to certain DOE assets must be accepted by the Secretary 

of Energy and moderate risk is accepted by the Program Office (Dash 1). 

The process begins with an examination of the totality of an activity to determine what exploitable but 

unclassified evidence of classified or sensitive activity could be acquired in light of the known collection 

capabilities of potential adversaries. Such evidence usually derives from openly available data. Certain 

indicators may be pieced together or interpreted to discern critical information. Indicators most often stem 

from the routine administrative, physical, or technical actions taken to prepare for or execute a plan or 

activity. Once identified, they are analyzed against the threat to determine the extent to which they may 

reveal critical information. The threat and vulnerability analyses are used in risk assessments to assist in 

the selection and adoption of appropriate countermeasures. 
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There are hundreds of cost-effective countermeasures that can be used against existing and future 

vulnerabilities. The OPSEC Program should maintain a generic list of countermeasures that are available 

for utilization. 

The examples included in this section are by no means a complete list of countermeasures. The list is 

theoretically endless and limited only by imagination and available funding. Again, the primary 

consideration before implementing OPSEC countermeasures is the threat and cost versus risk considerations. 

¶ Shredding waste material 

¶ Locking offices and file cabinets 

¶ Adopting a ñclean deskò policy 

¶ Changing outdoor activity 

¶ Limiting distribution of site information such as organization charts, site phone books, email listings, 

etc. 

¶ Modifying routines 

¶ Covering material stored outdoors 

¶ Adopting cover stories for sensitive activities 

¶ Using correct radio procedures 

¶ Reviewing publications before they become public 

¶ Maintaining awareness of sensitive information on travel requests 

¶ Guarding telephone conversations and not discussing sensitive information over the telephone 

¶ Encrypting data before transmission 

¶ Paying attention to casual conversations (where and who may be listening) 

¶ Sanitizing conference rooms to include erasing whiteboards at the end of the meeting/end of the day. 

Dependent on available resources, the OPSEC program may initiate varying levels of rigor when 

implementing countermeasures. Examples of varying approaches are included in Table 3.1. 

 

Table 3.1. Three Levels of Rigor in Approaching OPSEC Issues 

 
Issue Sufficient Rigorous Restrictive 

Protect 

emailed 

information  

 Send attachment in 

encrypted email; sanitize 

subject line. 

Send encrypted email with link to 

Metagroup folder that includes 

file; sanitize subject line; 

periodically break email chains. 

Send encrypted email with 

link to Metagroup controlled 

folder; protect file with 

password; sanitize subject 

line. 

Conduct 

vendor 

assessments 

Conduct high-level 

vendor assessment for all 

vendors; Conduct deeper 

vendor-assessment 

reviews for vendors of 

critical components. 

In addition, provide 

Counterintelligence with list of 

selected vendors for review; 

provide staff training in supply 

chain risk management. 

In addition, review high-level 

vendor assessments annually, 

and examine relationship 

ñfootprintò (or an indication 

that such information is 

available). 

Scrutinize 

publications 

Review draft articles, 

papers, and presentations 

with team or program 

lead. 

In addition, review draft articles, 

papers, and presentations with 

Counterintelligence. 

In addition, review draft 

articles, papers, and 

presentations with TRUST 

engineer. 
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Control 

physical 

access 

Implement access 

controls (e.g., badge 

reader) in areas where 

components and materials 

are stored. 

Lock components and materials 

in cabinets when unattended. 

Place ordered components and 

materials in locked containers. 

Information 

storage 

Metagroups, access 

storage. 

Controlled (periodically 

reviewed) metagroups, file 

passwords. 

Restricted-access PRIME 

storage, controlled 

(periodically reviewed) SCN 

metagroups. 

True change cannot come from a checklist:  INFOSEC issues and mitigations differ across teams and 

sites. 

In the OPSEC process, it is important to distinguish between analysis of threat and vulnerability on the 

one hand, and implementation on the other. Recommendations on the use of OPSEC measures are based 

on joint operational-intelligence analyses, but ultimate decisions on implementation are made by 

supervisors or program managers who determine the aspects of a program or activity to be protected. The 

decision maker with ultimate responsibility for mission accomplishment and resource management will  

have authority for determining where and how OPSEC will be applied. Therefore, their full understanding 

of the OPSEC process, concerns, and recommended countermeasures is vital. Refer to the DOE O 470.3C 

Design Basis Threat to ensure security risk acceptance determinations are presented to authorized 

personnel (see also Section 3.0). 

4.0 MAINTAIN THE PROGRAM 

4.1 Management Updates 

One responsibility of the OPSEC manager or practitioner is to provide management with the information 

required for sound risk management decisions concerning the protection of sensitive information. It is 

therefore imperative that managers receive regular OPSEC briefings and updates to ensure the intent and 

status of the program is understood. Activities may appear insignificant when considered alone, but when 

viewed with other indicators, they may present a risk to the mission or operation.  

It is important to obtain the approval and support of senior management once the list of critical 

information and related indicators are completed. The information supports a number of activities to 

include when establishing an OA schedule and conducting OPSEC reviews. This information must be 

accessible to personnel and managers as a tool when determining who should have access to program or 

project information and what information may be released. It also is a tool to help management 

understand the risk in terms of the consequences of loss of the information.  

Quarterly or annual leadership awareness briefings should provide a status of:  

¶ Funding and staffing requirements to determine adequate budget for  

ï training 

ï awareness materials 

ï OPSEC manager and practitioner(s) 

ï working group members 

¶ Interdisciplinary relationships of the program 
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¶ Liaison activities 

¶ Program successes 

¶ Implementation issues and lessons learned 

¶ Proposed solutions and conflicting factors. 

The OPSEC program should engage leadership in the creation and implementation of solutions based on 

best practices (of the site and industry) and lessons learned, and closely follow other program and project 

management practices (see Appendix F for additional information). 

4.2 Recordkeeping 

As required by national policy and further defined through the applicable National Archives and Records 

Administrationôs guidance, a sound, well-documented system is necessary to ensure the appropriate 

recordkeeping requirements and lifecycle management of DOE records are maintained. See the most 

current version DOE O 243.1B, Records Management Program, for further information.  

4.3 Annual Review/Verification of Critical Information Lists 

An annual review of the critical information list(s) should be conducted to identify changes to programs, 

activities, or facilities that may result in the modification of critical information topics. The review should 

be a documented, limited information gathering activity that, when completed, will inform the scheduling 

and implementation of OPSEC actions.  

The review should include:  

New construction planned for a facility that will process or store classified or sensitive matter 

New sensitive activities or existing programs incurring significant changes 

A sensitive program or activity that has not been the subject of an OPSEC assessment or OPSEC review 

for the preceding three years. 

4.4 OPSEC Awareness 

Development and execution of a comprehensive OPSEC awareness program is an integral piece of the 

overall OPSEC concept. This includes regular briefings to ensure personnel are aware of their 

responsibilities in support of the protection of sensitive and classified information. These briefings 

provide local implementation of national and departmental requirements and may be integrated into or 

provided in conjunction with required security briefings (e.g., new hire, comprehensive or annual 

refresher briefings). 

The local OPSEC program should strive to instill a spirit of OPSEC awareness among the general site 

population. Ensure that all personnel understand OPSEC principles and that they consider incorporating 

OPSEC in their areas of operation.  
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4.4.1 Briefings 

When conducting OPSEC awareness briefings in person, it is important to understand your audience. 

OPSEC professionals often brief a wide range of people at their sites, both federal and contractor 

personnel, and all levels of the general population from managers to ñworker bees.ò Whether you are 

presenting to a small or large group, there are many things you can to do in advance to ensure your 

presentation achieves the desired response.  

To connect with your audience, you need to understand why OPSEC is important to them. What do they 

expect to learn from the presentation? It is also important to know the level of knowledge they have about 

security and OPSEC specifically, so you can present the information with the correct tone to keep people 

interested and engaged. There is nothing more insulting than to present basic information to a highly 

knowledgeable audience or speak at a level too high for a novice audience. 

You should also gauge the mood of the audience. If the audience seems to be in a lighthearted mood, the 

speaker can use humor to keep interest. If they seem to be serious or the topic is of a serious nature, then 

the speaker should get right to meat of the talk. 

When you know more about your audience and their expectations, you will be able to tailor your talk to 

make it more interesting. Your audience will be engaged and satisfied, and you will have help to spread 

your OPSEC message. 

4.4.2 Learning Styles 

A learning style is an individualôs preferred way of gathering, organizing, and thinking about information. 

Adult learners are used to being in charge of their lives and deciding what is important to them. They 

want acknowledgement of past experiences and can bring a great deal to groups discussions. They expect 

to get something practical from the training that can be used right away.  

Traditional learning styles that may be tailored and applied based on the information being taught include:  

Visual. Visual learners need to see everything, need visual stimulation and tend to use visual references 

when they speak. They prefer to see photos and graphics in training materials. 

Auditory o r aural . Auditory learners need verbal instruction and use hearing references. They prefer 

step-by-step instruction. Lectures, group discussions, and verbal question and answer activities work well. 

Kinesthetic or tactile. Kinesthetic learners are those who prefer hands-on situations and tend to use 

feeling references in their speech. They have a hard time sitting still for a long period and prefer to be 

moving and doing things. 

Because training and awareness activities are such an important part of an effective OPSEC program, the 

OPSEC professional should attempt to incorporate elements of the three learning styles to reach all types 

of participants. 
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4.4.3 Activities 

A talent for creativity is a true asset when discussing OPSEC awareness. There are many ways to 

communicate and convey the message. OPSEC program staff should use their OWG members or other 

site personnel to help design and develop new awareness initiatives. The following list identifies some 

examples of awareness activities: 

¶ Giveaways. Items such as OPSEC puzzles, purple dragon figurines, certificates, pins, coffee mugs, tee 

shirts, and fortune cookies have been given to employees who provided good ideas or suggestions, 

identified potential vulnerabilities, or demonstrated good OPSEC practices. 

¶ Publications. Use of the siteôs intranet home page are a great way for the OPSEC program to get the 

word out to the masses. Articles and/or short messages can be easily changed and updated.  

¶ Site monitors. Many DOE sites have television monitors located throughout their facility that 

broadcast general site information to their population. This is another good way to share short, easy-

to-remember OPSEC awareness tips. 

¶ Shred days. Shred events have proven to be an excellent way to bring OPSEC to fellow employees. 

The events provide an excellent opportunity to raise general security awareness and allow the OPSEC 

program to interact with site personnel. 

¶ Contests. OPSEC programs have generated interest by hosting contests in the site newspaper/bulletin 

where clues (indicators) are provided weekly on a fictitious critical program and employees are 

encouraged to guess the sensitive project. The winner may get their picture in the paper or be given 

one a prize. 

4.4.4 Concerns  

Tables 4.1 and 4.2 are examples of how the publishing of information and the things said or felt may 

impact the OPSEC program. Biases and a workforce culture that does not fully accept threat hinder 

information protection.  

Table 4.1. What information and in what venues should we publish? 

Information  Content Value 

Schedule and budget Priorities, partnerships, timelines for 

design-and-production activities and 

new capabilities 

Potential subversion points and their supporting 

operations, as well as identification of windows 

of opportunity 

Staff awards Rising leadership, key departments, 

and significant innovations 

Potential targets for recruitment or information 

Problems/lessons learned Design, production, or quality 

problems or delays 

Potentially exploitable vulnerabilities or insight to 

create and hide a vulnerability 

Conference/NNSA 

presentations (OSTI.gov) 

Unique or advanced technologies, 

changes in technologies, and problems 

solved 

Opportunities to make technical ñjumps,ò 

innovations that could lead to issues, and DOE 

preferences and approaches 

Partnerships (vendor, 

suppliers, universities) 

Partners who provide DOE with parts, 

materials, expertise, or technologies 

External and less-secure targets for gathering/ 

targeting cyber and physical information 

Social media (individual 

posts) 

Project status, roles in a program, 

levels of job satisfaction, and technical 

accomplishments 

Near-real-time updates, potentially disgruntled 

staff (recruitment), and insights (timeline or 

technical) not available through official sources 
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Media (lab news, 

corporate media releases 

and posts) 

Launch of major initiatives, world-

class capabilities and innovations, key 

personnel, locations of work, and 

technology preferences 

Knowledge about state-of-the-art research or 

facilities, commonalities between weapons, 

potential targets, component features, and event 

to attend 

 

Table 4.2. OPSEC Culture 

What we do What we say 

Under-assess value ¶ I only have a small role. 

¶ My information isnôt classified or critical. 

Fall back on habit, convenience, 

or familiarity 
¶ Weôve always communicated on the secure network. 

¶ Itôs a commercial-off-the shelf part. 

¶ Itôs a known vendor. 

Use short-term thinking ¶ Itôs a prototype. 

¶ I may not end up using that vendor. 

Assume a security culture ¶ My team doesnôt openly associate the component number, component, and 
weaponðso others wonôt. 

¶ Why would a vendor show other customers my part? 

¶ But itôs on a DOE network é (why encrypt? Itôs not vulnerable, is it?) 

¶ It is not covered in the classification guide so 

o éit must not be classified. 

o éI guess I donôt need to protect it. 

Over-value collaboration ¶ Nothing about this research is classified. 

¶ We collaborate with academic and industry partners. 

Over-value storage ¶ It is on my laptop/USB, so it is protected. 

¶ The email was only sent within DOE or to a few people so I donôt need to 
encrypt. 

4.4.5 Delivering the OPSEC Message 

OPSEC professionals should attempt to fully use todayôs technologies to help spread their message. Be 

creative when selecting the best platform. Some examples of OPSEC posters are included in Figures 4.1 

and 4.2.  Additional examples provided by OPSEC programs will be added to OPSEC Resources on DOE 

Powerpedia found athttps://powerpedia.energy.gov/wiki/Office_of_Security_Policy. 

 

https://powerpedia.energy.gov/wiki/Office_of_Security_Policy
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Figure 4.1. OPSEC Poster Examples 
































































