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FOREWORD

The protection of classified information, proje@ad missions is of paramount importance in fulfilling
security responsibilities in connection with the Department of Energy (DOE). Operations Security
(OPSEC) involes a process of determining unclassified or controlled critical information that may be an
indicator or pathway to classifiext sensitive activitiesequiringprotection, whether for a limited or
prolonged time. To ensure protection, employees should kind follow the applicable procedures and
processes outlined in national and departmental policies.

This handbook does not establish new requirements and any existing requirements are explicitly

referenced from national policy or a DOE Order usingthe¢er imust 6 or Ashall . o It
replace DOE Order 471.Bformation Securitypther departmental rules, or national directives. This

handbook describes one way to fulfill requirements for OPSEC within DOE.

9 Section 1 identifies the purpoggstory and basic understanding of OPSEC.
1 Section 2 describes the general OPSEC Program and the specific OPSEC Program Plan and its component
9 Section 3 discusses the OPSEC #tep process. It provides methods to identify critical information,
the potetal threat, vulnerabilities, and types of countermeasures that may be used.
1 Section 4 describes the-going activities that keep the critical information and related information
and threats up to date. Trainings, briefing and awareness activitiegwcegdr
1 Appendix A is a copy of National Security Decision Directive 29&8tional Operations Security Program.
1 Appendix B contains a sample OPSEC plan.
1 Appendix C provides a sample OPSEC assessment report.
1 Appendix Dprovidesa sample threat statement.
1 Appendix E contains a sample website review template.
1 Appendix F provides the IOSS OPSEC program implementation tiers.

In addition to the sample plangports and posters described above, additional resources and information
may befound under Security Fioy Guidance Documents on DOE Powerpedia a
https://powerpedia.energy.gov/wiki/Office_of Security PoliSamples maglsobe submitted for
consideration and inclusion, as apgmiate

Beneficial comments (recommendations, additions, and deletions), as wellertimgnt data that may
be of use in improving this document, should be email&ttwrity.Directive@hq.doe.gov or addressed
to:

Office of Security Policy (Alkbl)
Office of Environment, Health, Safety and Security JAU
U.S. Department of Energy
1000 Independence Avenue, SW
Washington, DC 20585


https://powerpedia.energy.gov/wiki/Office_of_Security_Policy
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1.0 INTRODUCTI ON

This Department of Energy (DOE) Handbook provides information to assist DOE sites in the
development, implementatipand evaluation ofte Operations Security (OPSEC) program. Specifically,
it provides information on the fivetep processvhich includes identifying critical information, analyzing
the threat, analyzing the vulnerabilities, assessing the asksapplying countermeasurésalso

includes examples of the steps and recommendations for successful application. Internal and external
resources have been referenced for additional information.

This handbook does not establish new requirements and any existing requiremerpbcathg ex

referenced from national policy oraDOEOrdes i ng t he t er mbhishamdbak 6 or fis ha
provides guidance to i mplement DOE OPSECorrequirem
i mady

National Security Decision Directive 298 (NSDD&9%equires that all executive departments and

agencies with national security missions, and the contractors that support them, estabRSan

program Application of the OPSEC process is further defined in DOE Order 4ifo@nation Security.

It shauld be noted that for the purposes of this document, any reference to DOE Order 471.6 will refer to
the most current versioiquivalencies and exemptions from the national requirements are processed in
accordance with NSDD 2%hd DOE @der251.1D,Deparimental Directives Program

1.1 Purpose

This handbook provides general information to assist DOE sitdesvigloping andmplemening its

OPSEC program. The OPSptbgrampromdesoperational effectiveness by helping prevéme
inadvertenttompromise of sertdie or classified U.Sgovernment activities, capabilities, or intentions.

The purpose of OPSEC is to identify, control, and protect sensitive unclassified information about a

mission, operatioor acti vity and t o denytoampromisdthagrassian, an ad-
operation or activity.

Security programs and procedures already exist to protect classified matter. OPSEC uses information
generally available to the public, as well as certain detectable actitigirsveal the existence ahd
sometimes details about classified or sensitive information or undertakings. Such indicators may assist
those seeking to neutralize or exploit UgBvernment actions in the area of national secuiitye

OPSEC program includes the development ohtenmeasures to deny or deter access to those
adversaries.

For clarity, critical information will be spelled out throughout this document; however, there are different
acronyms useldy the government. Those acronyms include, but may not be limit€H oritical

information) as used in DOE Order 47131 (critical prograninformatior), and CRINFO ¢ritical
information). OPSEC is applicable to thetireDOE complex, including all DOE elements and their
contractors, OPSEC managers, safeguards and gestafit working group members, and general site
personnel.
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1.2 Under standing OPSEC

1.2.1 History

The underlying principles of denying an adversary information are centuries g
George Washington was quoted as sayfiegen minutiae should have a place i
our mllection, for things of a seemingly trifling nature, when enjoined with
others of a more serious cast, may lead to valuable conclusion.

Millennia before, Sun Tzuwroté, 1 f | am abl e to det
dispositions while at the same time | conaeglown, then | can concentrate and
he must divide.o

e enemy

OPSEC was developes a methodologgluring the Vietnam War, when Admiral Ulysses Sharp,
Commandenpf thePacificFleet established th@Purple Dragoateam to determine how the enemy was
able to obtai advanced information on military operations. The team realized that current
counterintelligence and security measures alone were not sufficient. They conceiveds#dihd
methodology ofithinking like the wolf or looking at your own organizationoin an adversarial
viewpoint. They discovered that®l forces were unvarying in their tactics and proceduresttand
enemy wasble to make certain predictions based on that knowledge. When developing and
recommending corrective actions to their commanely coined the terifiOperations Security.

In January 1988, President Ronald Reagan signed NSDDvR&h states that each executive

department or agency that is assigned to or supports national security missions with classified or sensitive
activitiesis required to create a formal OPSR@Ggram. NSDD 298&provided as\ppendix A)
establishes a national structure and describes OP
U.S.government and its supporting contractors can deny potential adesfisformation about

capabilities and intentions by identifying, controlling, and protecting generally unclassified evidence of

the planning and execution of sensitgeev er nment activities. o It further
and provides guidanam the application of this process within department and ggativities.

1.2.2  Current Application

OPSEC is an analytigrocesslesigned to determine how adversanesy/collect information so
countermeasures can be implemented to prevent exploitatemsofated critical informationThe
OPSECprogramdoesnot replace or lessen the importance of traditional security measures, but augment
and enhancgthese traditional security measures by applying sound OPSEC principles.

Effective implementation of OPSHtblicies and countermeasures will have a positive effect on most
organizations and workplaces. Incorporating OPSECdateto-day planning andperationgprovides for
early detection of concerns anthkes OPSEC second nature to employgelw are varios
applications of the process

1 Day-to-Day Operations RoutineOPSECactivities should includeesponses to requegi&eedom of
Information Act email,telephone callsppen sourceommunicationgincludingnews release$|ogs,
social media accounts apdsts,maps,Global Positioning Systeiocation information on pictures
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etc), websitereviews awareness of employee activitjegsitorsto your facility, and community
events (conventions, protests, open meetings)

9 Contingencies A contingency is a taporary period of adjustment to the normal work routine to
cover some unique event. Remember, the advensayye tipped off to a new activity by detectable
and observable changi® normal daily routine Reviewing contingencies ensures thareno
charges to longerm projectshatmayrequire updates.

9 Planning. The OPSEMrogramshouldidentify acivities to be considered durimqgaming, including
identification of critical information, threat assessment, vulnerabilities, risk assessment,
countermeages and documenting the responsible individual(s) for those activitreskng this
process allowsarlydetecion of OPSECconcernswhich can greatly minimize the damage an
adversary can do.

20 ESTABLI SH AN OPSEC PROGRAM

Because DOE has a national s@gumission, it is required by NSDD 298 to establish a farm
organizational OPSEC prograimsue, as appropriate, OPSEC policies; designate departmental and
agency planners for OPSE&nd advise the National Security Council on OPSEC measures required of
other Executive departments and agencies in order to achieve and maintain effective operations or
activities. Additionally, DOE needs to enstinateducation of individuals to the objectives, principals,
and technigues of the OPSEC process is availabteprovide assistance to those who should develop
local formalized OPSEC programs

As stated in NSDD 298, tHePSEC programshallhave the following common features:

1 Specific assignment of responsibility for OPSEC direction and implementation.

1 Specificrequirement to plan for and implement OPSEC in anticipation of and, where appropriate,
during department or agency activity.

9 Direction to use OPSEC analytical techniques to assist in identifying vulnerabilities and to select
appropriate OPSEC measures.

1 Enactment of measures to ensure that all personnel, commensurate with their positions and security
clearances, are aware of hostile intelligence threats and understand the OPSEC process.

1 Annual review and evaluation of OPSEC procedures so as to assisimptbeement of OPSEC
programs.

1 Provision for interagency support and cooperation with respect to OPSEC programs.

21 OPSEC Program Pl an

The OPSEC Program is dependent on those requirements found in DOE O 471.6. An OPSEC plan for
each site or facility, aseermined by the governing program office, should be developed and documented
accordingly (Section 2.2)

OPSEC planning requires a clear understanding of the ad&iwitission and organizational plagsrly
implementation of OPSEC plannihglps to idetify critical informationto be protectedhroughout the
lifecycle of the program. The OPSHtbgrammust bedocumented anithtegrated into organizational
activities by personnel familiar with the operational aspects of the activity in coordination pyitbriéog
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counterintelligence and security activitide local OPSEC plds) shouldidentify the purpose, roles
and responsibilities, implementation of the fastep OPSEC procesend assessment determinations

This plan shoula@stablishan active andasteffective OPSE@rogram forthe organizationlt may
encompasall activitiesat asite or be comprised of multiple plans governing indivichaivities or
projects.In either case, should describe the structure and theme of the ORB&ftamas wdl ashow
the program will be administered and managed.

The plan shouldlso include:

1 Identification ofinternal and externables and responsibilitidsr other personnel whoan andwill
support the prograifsee Section 2.3)

T Appointment of an individal to be responsible for the d&yday operations of the OPSEC
program.This person is responsible for the overall program management and adminisTia¢ion
name of the responsible individual should be provided to the DOE Office of Security Poliey (AU
51).

I Establisiment ofan OPSEC Working Groyg). The working group shouldonsist of
representatives fromarious site programs and facilities.

i Establishment of programmatic relationships.

3 Integrate the OPSEC program into all aspects of site operations.
3 Edablish and maintaihiaison with varioussite personneind offices, such as Intelligence,
Counterintelligencegybersecurity, foreign visits and assignmentsjget managers, etc.

1 Identification ofinformation pertaining to activities, programs, faa, and personnel reqing
OPSEC protectian

1 Development othecritical information list (see Section 3.1)

9 Conduct of OPSEC reviews (see Section 3.1.5).

9 Conductof OPSEC assessmerAs) (see Section 3.3.1)

1 Identification ofsite-specific OPSEC tleats not addressed by highevel threat document{see
Section 3.2.3)

9 Development and recommendatiorcolintermeasurdgsee Section 3.5)

9 Development and maintenance@®SECprogram files for reference and program documentation
(see Section 4.2)

9 Dewelopment and implementation of an OPS&areness prografeee Section 4.4)

1 Development and implementationari OPSEQGraining program (see Section 4.5).

1 Shaing and exchanigg OPSECrelated information and products witkherDOE organizations and
the rational OPSEC communifgee Section 2.5.2)

22 Il denti fication of Roles and Responsi lt

2.2.1 Site T Federal, Contractor, and Tenant Organizations

In addition to the roles and responsibilities required in DOE Order 471.6, SecsitgsShould consider
idenifying local roles and responsibilities that may include

9 Officially Designated Federal Security Authority.

10
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T Approvethe curityplan which includes the OPSEC plan.tlis not part of the security plan,
the OPSEC plawill require ODFSA approval.

Approve countermeasures as appropriate.

Fulfill requirements and responsibilities delegated to them

Provide oversight of the OPSEC program.

Reviewvulnerabilities resulting from®As that do not require deviation from DOE policy that
resulsin moderate origh risk.

T Approve equivalencies.

1 Officially Designated Security Authority

T Fulfill requirements and responsibilities delegated to them

T ldentify individual responsible for overall OPSEC responsibilities.

T Develop and submit deviatiorquests.

T Approvethe OPSEC plarand submit for inclusion ian approvedecurity plan

9 OPSEC Managsr(itles may vary by site)

T Responsible for overatlay-to-day management and administration of local OPSEC program in
compliance with NSDD 298, DOE O 4714&hd as provided baw and/or contract.

T Provide management with the information required for sound risk management decisions
concerning the protection of sensitive information.

i Develop and implement local paksand procedures.

i Develop the knowledge base and charter fgr@RSEC working group@®©WGs) established.

T In conjunction with the DOE Office of Intelligence and Counterintelligence, develop threat
information to support the OPSHEogram.

I Coordinate and communicate with other programs suphimary mission supportgesonnel,
key stakeholderdoreign visits and assignments, cybersecuetg,

1 OPSECPractitioner(titles may vary by site)

T Provide supporto the OPSE@nanager and assists in program activities.

T OPSECQCpractitionersshould have thappropriateaccess autirization and other authorizations
necessary to acceisgormation wherconducting their OPSEC responsibilities.

23 Est abdnmOPISEC Wor king Group

OPSECworking groupsare highly encouraged because of the value added to the program. As necessary,
the OPSEQrogram office should establish one or several OWGs within their respective organizations.
Normally the OWG is composed of representatives from major organizational el¢owernitacts, human
resources, public relations, budget, operations and mairerea.)to assist in identifying

vulnerabilities and making recommendations for corrective action or countermeasures. Members should
be selected from positions normally included in policy decismaking and have a routine relationship

with a broad rangef@ther operational and policy areas within the facility. The necessigetrity

clearances for OWG members should be considered when selecting members. Development of an OWG
charter is encouraged clearly capture roles and responsibilities.

OWGs should be established to assist the OPSEC program office with items such as:

11
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9 Developing and setting priorities for the program consistent with approved plans and policies.

9 Assisting with the development and prioritization of ¢higical information listitems and related
indicators.

9 Ensuring that OPSEC awareness briefings and materials are provided by OWG members to their
groupbs employees and contractors.

1 Reviewing and discussing the OPS@@én and threat information on a regular basis.

1 Ensuring that sugge=d corrective measures to mitigate vulnerabilities identified during OAs are
sufficient, workableandimplemented within their organization.

24 Coordi nat ioonmuanad a€®i on

A successful OPSEfrogramshouldhave agreatsource of relevant connectioasd anetwork tocall on
when needd The OPSEC community has a proud tradition of sharing, communicatidgietworking
among DOE sites, with other government agencies, local law enforcement, ate pointractor
organizationsNetworking provides a source# connections and opens the doonéw ideas, solutions to
problemsand professional associations.

Consulting othesubject matter exper{SMEs)and OPSEC professionglsovidesthe opportunity to
networkandtap into adwie and expertise that wouldtratherwise bavailable If management and

budget allowpther networking opportunities and resources to considelimohide:the national

Interagency OPSEC Support Std®§9 conference; local or region@WGs (often sponsored by other
government agexies, local law enforcemertdr other DOE federal or contractor organizatioasy
communityevents such as the locehamber of cormerce meetings where information on conferences or
groups that will be coming to town is available.

2.4.1  Office of Intelligence/Counterintelligence

Because OPSEC is threhiven, it is vital that the OPSE@anager or their representative establish a
strong relationship and ongoing communication with the appropriate representative from the DGE Office
of Intelligence andCounterntelligence either at thieeadquarters or local levéter DOE O 475.1,
Counterintelligence Prograrand DOE O 5670.1AVlanagement and Control of Foreign Intelligence,
information develped throughntelligence andCounterintelligencg@rogram activities iso beshared

with appropriate program offices, to include the OPSEC prodbédi O 475.1 further states the
Counterintelligenc®©ffice will conduct liaison with site counterparts (e.g., security, intelligence, export
control, technology transfetechnicalsurveillance countermeasur&€PSEC, and nonproliferation
personnel) on national security mattdd©E O 5670.1A requires the Director of Intelligence to share
foreign political, economic, military, or facility three¢lated intelligence and counteridigeénce
information,as appropriatel'his communication and coordination is crucial to developing a sound threat
analysis As a reminderathreat analysis should be developed, documented, reviewed annually, and
updated as necessary to include requirenstatsd irthese directives

2.4.2 Internal and External Organizations

OPSEC professionatgpically interact with internal and external entities. Tihigractionis an
opportunity forprogram staff to exchange ideas, share lessons leanmedl n ott Atrhed buvkeeae |

12
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ratherl ear n fr om anot h e orfaitune.grefoliovirg tisi nayndtdbe adinclosveas s
individual sites may have additional sgpecific contacts.

Internal interfaces typically include:

9 Office of the Chief Informatin Officer

9 Line personnel

1 Members ofOWGs

9 Environmentakafety and hdth staff

1 Management teams

9 Field Intelligence Elements and/or Special Access Programs personnel

9 Counterintelligence

9 Local Insider Threat Working Group

9 OtherSafeguards and Security (SRSMEs(e.g., Security Incident Management Progralassified
matter protection and control, foreign visits and asaigmts, S&Sraining, intelligace)

9 Other site working groupshreat/isk, etc.)

9 Other strategic, collaborative, and initiative teamg.(programmatic, communications, outreach,
tactical)

External interfaces typically include:

9 Federal OPSE@rogramoversight officials

1 Other DOE OPSEC professionals

9 Other governmerd g e n OPSEG [drofessionals @partment of Defens®epartment oHomelnd
Security, etc.)

9 Federal, state, and local law enforcement agencies

1 Members and staff from the OPSEC Professionals Society, OPSEC Professional Association, and
IOSS

2.4.3  Foreign Visits and Assignments

DOE O 142.3AChange 1 (MinChg)Jnclassified Foreign Viss and Assignmen®rogram requires the
site security plamo includean SME review, host and escort requiremeatsl that the review is
documented in the Foreign Access Central Tracking SydéaibaseOptimally the OPSEC program
office would serveasthe security SME in the foreign visit and assignment approval process since the
requested access is often associated with access to DOE facilities, programs, infoamation
technologies.

All foreign visit request packages should be reviewed in accoedaith DOE Order 142.3/Change 1
(MinChg),Sectiond.e and include a program office review for OPSEC concerns. These reviews should
ensure that any identified risk to the government associated with access approval for each visit or
assignment has beepmopriately evaluated and mitigated.

This process allows OPSHKogramstaff, in coordination with visit hostso review all visit requests and
implement countermeasures to mitigate the foreign visit threat to national assets

13



DOE-HDBK-12332019

30 APPLIYHE OPSEGSEPPMEOCESS

OPSEC procedures and requirements were formalized under the provisions oRRSOIPSEC was

not intended to be a replacement for security programs created to protect classified information such as
physical security, information security, anergonnel securityoutwas developed to promote operational
effectiveness by denying adversaries publicly available indicators of sensitive or classified activities,
capabilities, or intentions. The goal of OPSEC is to control information and observiidihs about an
organization's capabilities, limitations, and intentions to prevent or control exploitation of available
information by an adversary. The OPSEC process involves five siegtsown inFigure3.1.

|dentification
of Critical
Information

Assessment Analysis
of Risks of Threats

v

Analysis
of Vulnerabilities

Figure 3.1. Five Steps of the OPSEC Process

Although the OPSE@rocesss described as having five definitive stepsiich are notintended to be

strictly adhered to in sequential orgirey should be repeated as oftemagded or required\

recognized strength of the OPSEC process is that its elements are fluid, enabling thegenzgH®

the particular needs of the organization. The key benefit of the OPSEC process is that it provides a means
for developing coseffective security countermeasures tailored to meet the identified threat. The process
begins with an examination of the entire organization or activity to determine what exploitable but
unclassified evidence of classified or sensitive activities maydpgirad by an adversary through known
collection capabilities. Evidence indicating sensitive activities can oftebtagedrom publicly

available information and pieced together to derive critical information. Indicators of sensitive activities
may resit from routine administrative, logistics, or operational activities that are known to precede the
execution of a plan or activitCoordination and liaison with othetaff and prograroffices is critical to
developing and maintaining a good OPS&Qgram Whenever possiblé&QPSECmanagershould

leverage the results of local analyses (e.g., hazards analysis, security risk assessments, vulnerability
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assessments) already conducted by the site in preparatidesfgn basis teatimplementationOnce
idenified, indicators are analyzed in terms of the known collection capabilities of an adversary. Program
manager®r decisionmakes have thaultimate responsibility for mission accomplishment and resource
management and will determine where and how OPSH®e&v#pplied.

31 Stepillddent i fof c&tri 6mncal | nf or mati on

Critical informationdescribes those areas, activities, functions, data, or
information abotian activity or facility deemd most important to .

protect Looking at it f r wofview, ihiethea d v « ool i nt
informationaboutintentions, capabilities, or activities needed to

effectivelyplan andmpact theaccomplishment of friendly 4
objectives. It may be classified or unclassified informatiafna

sensitive nature which may also be com¢rlunclassified

information The OPSE@rogramfocuses primarily on the F 4
unclassified information adversaries can collect and analyze, and / \
then exploit by compromising, sabotaging, or duplicatifie

OPSEC process may also help determine when thatmafmn may

cease to be critical in the life cycle of an operation, program, or activity.

01

Critical information is distinguished by the detectable activities and bits of data (indicators) that can be
pieced together to deduce the actions, capabilitiestemtions of organizations of these sensitive
programs and activities. Classified information or activities are normally protected by traditional security
programs (e.gpersonnel, information, and physical séty)r the scope of OPSEC efforts supsmt
enhancethose traditional security programs.

Critical information is what an adversary views as valuable. Critical information that is most accessible to

the adversary is found in support activities such as administration, budgeting, communicaigtits,log

proprietary informationQfficial Use Only(OUQ), Export Controlled Information (ECI), @ersonally
identifiableinformation(PIl); however, it does not need to be marksdsucho be an OPSEC concern.

Even seemingly insignificant informationaybevaluabletoam d ver sar y6s col |l ecti on
part of a larger picture. Prevention or delay ofdteersay 6ability to collect critical information will

help ensure mission success. The inadvertent release of marked or unmarked ooitioationi can

cause harm to sensitive programs, activities, or resources, including people.

3.1.1 Development and Prioritization of Critical Information List

The critical information list is a compilation of critical information topics. Sites often haveriioal
information list but remote sites or centers may maintain their ibwennecessary to shatigis
information for program and assessnsefritical information lists can often contain classified
information so a classification review should be coneldiethenever the list is developed or modified.

When developing theritical information lisf the OPSECmanagetin coordination with th©WG and

SMEsshould attempt to answer the questiopn f | wer e tasked to find out i
what would | wanttoknowa nd wher e woul d | | ook friticalinforma&tion The A w
and t he @ wh e indicatorsoopathways tha lead boeledtical information Once identified,
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the items on thést areprioritized. This procesisicludes weighing the relative sensitivity of ttrétical
informationidentifiedagainst the threat.

Thecritical information listandindicatorsshouldbe approved by senior management and reviewed on a
continuing basis to ensure it conforms to chamgéschnology and includes development of new
programs and projects.

3.1.2 Elements of Critical Information

Critical information includes specific factitally needed by adversariabout intentions, capabilities,
operationsand other activitiethat allowsitesto plan and act effectively so asgoarantee failure or
unacceptable consequences for mission accomplishment.

The following are examples of genecidtical information This is not a&complete listing otritical and
sensitive informationhut provides some idea of the type of information includedtbae list

1 Date of planned tests and activities

9 Test results

9 Critical procurement items

1 Shipment of nuclear material or devices

9 Protective force capabilities and vulnerabilities

9 Programmatic activities anchpabilitiesrelatedto theemergency response progra
1 New technology applications

9 Certain aspects of treaty verification

9 Procurements

1 Vendors

3.1.3 Indicators and Pathways

Indicators include any detectable activities (collectible or observable) and/or infomrttzt, when
examined in isolation or in conjunction with other data, point to vulnerabilities or critical information
items that can be exploited by an adversary. Indicators and pathways are the means by which the
adversary c¢an o b ritmal inforraation. d e @dversary gimadrilg lookirsy focthree
categories of indicators or pathways into friendly operations: patterns, deviatidrsignaturefatterns
are repetitive activities that show sequence and timing of how a person deatigarconducts
operationsDeviationsare activities that are not part of a pe®&a@r organizationsiormal conduct of
operations€.g.,special or unusual event§ignaturesre the signs or evidence that expose or point to
the presence of critical flormation.

Individuals and organizations exhibit several types of patterns in thetodahy activities Customgefer

to those activities that are normally conducted for certain events. For example, it is customary for the

leader of an organization talta meeting of topevel managers forai gni t ary or notabl e
visit. Routinesare those daily activities that a person or organization performs during normal operations.
Shift change for thprotective drce is a routine activity that i®iducted at prescribed times and done

according to standard operating procedurditsrefer to individual activities that a person engages in
throughout the day. For example, most employees take the same route to and from work every day.
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Through survelance and observation, the adversary can discern the customs, r@utthbabits of an
individual or organization that will enable the adversary to predict and anticipate friendly actions.

Deviations are those activities that persons or organizatiorgerig when performing tasks in support

of special or unusual events. An example of a typical deviation is the behavioral change that occurs in
response to an accident or workplace emergency. While deviations are a disruption ofé @erson
organizationsiormal pattern of activity, they nevertheless provide valuable data to the adversary.
Deviations give insight into how the person or organization performs when the unexpected happens.

Signatures or indicatodsthetwo termsareused synonymousdy are data drived from friendly actions

and opersource information that adversaries can exploit to reach conclusions or estimates of friendly
activities, capabilitiesor intentions. A typical example of a signature is the sudden increase in activity

and the presercof knownS&S personnel that usually precedes the conduct of a-fi¥derce exercise.

By recognizing and interpreting such a signature, the adversary can predict or anticipate that this activity
may be an opportunity to obsemmtectiveforce tacticstechniquesand procedures. Once the adversary
has gathered sufficient data to identifyapefisenr or gani zat i o nwsdsignattiréeser ns ,
the adversary has developegrafile on that person or organization. That profile will enable the

adversary to delve deeper into friendly actions, capabilidied intentions.

The following is not a complete list of signatures, but provides generic indicators that can lead to the

critical information

9 Work schedules

1 Shipping requests or announcements

1 Meeting minutes or notes

9 Various reports, such as monthly and annual reports
9 Scopeof work documents

1 Organization charts

9 Unusual occurrence reports

9 Purchasing requests

9 Travel requestandtrip reports

1 Projector engineering drawings tfueprints
9 Costplusawardfee or performanebased drafts and reports
9 News releases

9 Progress reports

1 Published articles

9 Corporate newsletters

9 Emergency planand procedures

9 Budget or financial documentation

9 Employee suggestioms grievances

i Standardperatingprocedures

1 Environmental impacttatements

9 Position vacancy announcements

9 Operating manuals

i Safety reports

9 Recruitment postings
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9 Quality assurance notes

1 Information contained owebpages

9 Social media sites

9 Un-erased whiteboards

9 Direct observation ofdivities, exercissg, and tests

There isno specificrequirement on how tfmrmat thecritical information listand supportingndicators
A suggested formancludes the priority, critical item of information, and elements of critical information
and indicators associatedtlwthe item, writtenin a clear, concise manner.

3.14 OPSEC Reviews

An OPSEC review is a broad scope review of a specific facility, program, or actigesgedtairwhether

critical informationexistsand determine thievel of OPSEC support required. Theéwiew is usually
coordinatedvith the OPSEC manager or designated OPSEC representative. These reviews are
management tools to identify critical information and aidubsequergteps. An OPSEC review may

result insimply documenting that no further OBS support is requirear it may determine that

additional OPSEC supporghould be established’hose additional support activities may include:

OPSEC assessments; consultations; additions to or creation of critical information lists; determination of
indicators, vulnerabilities, or risks; development or modification of OPSEC plangles©PSEC

review should beonducted early on as part of the planning process related to construction or changes in
mission scopeDOE O 471.6 requires a review and afEofOPSECprogramcritical informaton
documentatioriias necessary to reflect current assets, threats, operationd ot her r el evant

Reviews may indicate that a facility, programn activity warrants that it be included on the regular
schedile for OAs. Thereviewshould be conducted whenever one of the following conditions occurs:

1 New construction is planned for a facility that will process or store classified or sensitive information
or matter New construction magonsist of theaddition demolition, or modification of structures,
systems, or components for both buildings and infrastruthateaffecthe security posture or
security interest of a building or infrastructure.

9 New sensitive activities are initiated or existing programs isgnificant changessensitive
programgpresent a target to adversaries including but not limitecldssified, sensitive, and
unclassified programs, and those programs that fall into applicable governmental sensitive technology
lists. Sensitive compamiented information facilitiesSCIF) andspecial access progran®AP) are
considered sensitive progransgnificantchanges thaaffect OPSECcritical and sensitive
informationinclude butarenot limited to new activities, funding, staffinggrocuremets, vendors,
new technologydeliverablesStrategic Partnership Prograf®PB footprint, scope, classification,
and security area types (newmoves).

9 A sensitive program or activity has not been the subject of an OA for the preB8gdiacs.

3.15 Public Release Review

According to DOE O 471.6, dlnformation generated
on any website or otherwise being made available to the public must not contain critical information
unless authorized by the Officially Desiga¢t ed Feder al Security Authority
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Before DOE employees, contractors, or subcontractorggpastnment information to a personal or non

DOE website it should also be reviewed for the same concam#\ppendix E). The review process

should inclale a multilayer review to ensure suitability of the information for worldwide public release.

This applies to news releases, promotional materials, technical publications, RFPs, personal resumes, etc.

Automated analysis tootsminbe used to assist in theview of information to determine if it is

appropriate to release it to the public. Certain categories of unclassified information are generally
recognized as unsuitable for public release. These include, but are not limitexttolled unclassified
information such a®fficial Use Only(OUO), Unclassified Controlled Nuclear Information (UCNI)
personallyidentifiableinformation (PII) protected Cooperative Research and Development Agreement
(CRADA), andexport cantrol sensitive subjects. Due to thedlisity of information within DOE, a robust
review and approval process should be conducted using the following evaluation factors for determining
suitability for release of infonation to the publicRigure3.2):

1 Sensitivity. If the information is released to the public, it should not reveal or identify sensitive
information, activities, or programs.

1 Risk. Information that may be used by adversaries to the detriment of employees, the public, the
departmentor thenationshould no be approved for release. This determination should be based on
sound risk management principles focused on preventing potential adverse consequences
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Figure 3.2. Review and Approval Process for Information Release
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32 StepAkdal yobi $hreats

The second step in the OPSEC process is the identification and assessment. of
the threatThreat analysis consists of determining the adversary's ability:

to collect, process, analyze, and use information. The tilgeuf

threat analysis is to know as much as possible about each adversary i
and their ability to target the organization. It is especially importar™

to tailor the adversary threat to the actual activity and, to the exte

possible, determine what the adsamty's capabilities are with

regard to the specific operations of the activity or program. it
Coordination and liaison with Intelligence, Counterintelligence and

other intelligence and law enforcement agencies may assist in the
gathering of threat informatioftn some cases, there are local program
offices and in others there are neb the OPSEC Manager may be dependent
on local agency and law enforcemémtinformation sharing

Analysis

Specific threats vary from one DOE site to another and from one prograntheranih direct relevance

to thetypes of operations conductddOE O 470.3CDesign Basis Threaidentifies and characterizes

potential adversary threats to DOE programs and facilities and should be the baseline for the development
of the facilitys OPEEC threat statement (see Appendix D forexamplg The purpose of the threat

statement is to identify the potential threats to local site programs, facilities, information, resources, and
activities.Through collaboration with the lochéld intelligene elementsDOE senior

counterintelligence oftier, local law enforcement, etc., tkPSECmanageshould leverage the results

of analyses (e.g., hazards analysis, security risk assessments, vulnerability assessments) already
conducted by the site in prepéion fordesign basis thegimplementation.

Many countriegarget their efforts against thénited Statesnd DOE to obtain critical information

serving their interests or goals. Adversary strategies continue to focus on economic anereleftenise
information which includes technology design, use, and innovation. The threat to advanced technology
cancausdoss of informatiorthatadversely affestthe ability of thelUnited Stateso compete worldwide

or protect customers.

Innovation is the engine dhdrives American industry. Through a mydtiased acquisition process
government partners with industry to apply innovation against challenges to the national objectives. By
design, government acquisition processes must maintain a level of transparensyre economic
competitors and citizens that the business of government is conducted fairly and reasonably and to
enhance collaboration critical to the realization of advanced technological breakthroughs.

Within this framework, the National Counteriligence and Security Center, formerly called the Office
of the National Counterintelligence Executiveports (NCIX 2009):

ifé a wide variety of foreign entities contin
trade secrets, and proprietary informath 6 and, fAét he most heavily
across all [government] agencies included [unclassified and classified] information on
aeronautics, information systems, | asers and
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In 2005 theFederal Bureau of Investitian (FBI) arrested a Kentucky maintenance mechéoricelling

more than 800 blueprints of his employer6s innova

foreignbased rivalleading to a conviction of conspiracy to commit trade secret.tfiéf, blueprints

were worth an estimated $16dllion. The aggregation of unclassified data over time and the trusted

insider threat nearly resulted in a catastrophic financial disaster for the cafip@inye al i ng tr ade s
worse than stealingmonéyr om a company. It s | i(MCGEX20089)bbi ng a co

The General Accounting Office reports the cost to the Department of Defense of schedule delays
[independent of cause] in 95 weapons systems programs in 2007 was $4.9 million per dags ohe |

critical information can lead to unnecessary systems redesign. Effective OPSEC helps avoid redesign and
contributes directly to a programbés bottom | ine (

fiDevel oping new technol ogies ensur es limgaranasmai n co
but only if we protect the fruits of our lahoNCIX 2009). OPSEC provides a caxffective, repeatable

risk analysis process for acquisition program managers to reach program goals and attain an optimal level

of transparency through thgssematic protection of critical information.

Government acquisitions involve advanced research and development activities associated with new
technologies, production of critical military equipment or logistics activities in direct support to sensitive
or classified government activities. The effective protection of critical information is at the heart of

mai ntaining our nationds technologic advaandage an
industrial communities to provide superior®ol f or achi eving the nationds si

The world is constantly changing and the same is true of the threat. As a world leadartatiStatess
a principal target for the exploitation of its technology and the acquisition system andtoositiaften
performing at the leading edge of technology, make an enticing target for an adversary.

During the Cold War era the threat to the United States was generally static and consisted primarily of the
Soviet Union and its allies. Today the threaivks from a list of welknown natiorstates and a

dynamic list of economic competitors and terrorist organizations with only oblique ties to staties

Detailed information concerning specific adversary capabilities is a necessary input to the (DRREE

and may be obtained from U.S. Intelligence Agencies or local law enforcement organizations. This type
of information is always a critical component of a wefltten OPSEplan.

3.2.1 Intelligence Cycle

For the OPSE@anageran understandingf the intdligence cycle is helpful in considering potential
threats and ways to counter these thréfatzief explanation of the intelligence cydedthe principal
techniques used to collect classified and unclassified informatiarsensitive hatur@vhich may also be
controlled unclassified informatigis provided in thisection The following definitions should be
considered in the development of any threat statement

9 Threat. A person, group, or movement with intentions to use extant or attainable tegzatail
undertake malevolent actions against DOE inter@sis.capability of an adversary coupled with
his/her intentions to undertake any actions detrimental to the success of program activities or
operation.
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1 Threat Analysis. A process in which informain about a threat or potential threat is subjected to
systematic and thorough examination to identify significant facts and derive conclusions.

9 Threat AssessmentA judgment based on available intelligence, law enforcement, and open source
information ofthe actual or potential threat to one or more DOE facilities/programs.

The intelligence cycle is the process through which information is obtained, produced, and made available
to decisiormakers. In depicting this cycle, theSQJintelligence Communitgalsouses a fivestep process.

1. Planning anddirection involves the management of the entire intelligence effort, from the
identification of a need for data to the final delivery of the product to the consumer. The process
consists of identifying, prioritizig, and validating intelligence requirements, translating requirements
into observables, preparing collection plans, issuing requests for information collantion,
produdng, disseminahg, and continuously monitoring the availability of collected detdhis step,
specific collection capabilities are tasked based on the type of information required, the susceptibility
of the targeted activity to various types of collection activity, and the availability of collection assets.
Examples of questions anmvaisary might want to know include: What technologies idhieed
Statedgnvesting in and at what levels? What is the status of a particular technology development and
when might it be deployed? What is m@ewyarticul ar
developed product(s)? Where are the technical weaknesses in a new product?

2. Collection includes both acquiring information and provisioning that information to processing and
production elements. The collection process encompasses managemenusfactiiities including
developing collection guidelines that ensure optimal use of available intelligence resources.
Intelligence collection requirements are developed to meet the needs of potential consumers. Based
on identified intelligence requirementollection activities are given specific taskings to collect
information. These taskings are generally redundant and may use a nhumber of different intelligence
disciplines. Tasking redundancy ensures that the failure of a collection asset is compmnsated
duplicate or different assets capable of answering the collection need. The use of different types of
collection systems contributes to redundaacgallows the collection of different types of
information that can be used to confirm or disprove p@kassessments. Collection operations
depend on secure, rapid, redundant, and reliable communications to allow for data exchange and to
provide opportunities for crosaieing and tigpff exchanges between assets. Once collected,
information is correlatednd forwarded for processing and productiarernet research might reveal
the development of a new leadiadge technology at a corporati@mpén source intigjenceor
OSI NT), an employee of a corporati onomaketthe nadver
technology to a U.S. government clientitnan intelligencer HUMINT), and intercepted telephone
conversations between a sales representative and government personnel may reveal the level of
interest in the technologgignals intellignceor SIGINT). Independently, the information gathered
may not provide a great deal of insight into Lh8vernment intentiongiowever the aggregation of
discreet parcels of unclassified information, like pieces of a puzzle, may be used to form the basis of
an answer to an adversaryds questions.

3. Processings the conversion of collected information into a form suitable for the production of
intelligence Incoming information is converted into formats that can be readily used by analysts in
producing intelliggnce. Processing may include such activities as translation and reduction of
intercepted messages into written format to permit detailed analysis and comparison with other
information. Other types of processing include video production, photographic gnogesd
correlation of information collected by technical intelligence platfoffos.example, OSINT may
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require additional validation through research, HUMINT sources require debriefing, and SIGINT
often requires technical processing or translationrbefoal evaluation, analysiand interpretation.

The speed with which processing occurs affects how quickly an adversary may be able to provide its
leadership intelligence about U.S. intentions and capabilities.

4. Production is the process of analyzing,auating, interpreting, and integrating raw data and
information into finished intelligence products for known or anticipated purposes and applications.
The product may be developed from a single source or fresoaite collectiomand databases. To
be dfective, intelligence production must focus on the cons@mezeds. It should be objective,
timely, and accurate. As part of the production process, the analyst must eliminate information that is
redundant, erroneous, or inapplicable to the intelligeagairement. As a result of the analytical
effort, the analyst may determine that additional collection operations are required to fill in gaps left
by previous collection or existing intelligence databases. The final intelligence product must provide
theconsumer with an understanding of the subject area and draw analytical conclusions supported by
available dataExamples of analysis of acquisitioelated information may include consideration of
the source of the data.§.,thevice president of magting at a known government contractor,
postings on corporate websitasdnews reports), the validity of the datad.,how many sources are
reporting the information), and does the data make sense when considering previously revealed
information.

5. Dissemiration is the conveyance of intelligence to the consumer in a usable form. Intelligence can be
provided to the consumer in a wide range of formats including verbal reports, written reports, imagery
products, and intelligence databases. Dissemination minydaggh physical exchanges of data
and/or interconnected data and communications netwOriee the intelligence has been
communicated and absorbed, additional intelligence requirements may be levied by the adversarial
leadership and the intelligence cyiddhen repeated.

OPSECprogram personnedhouldunderstandhe intelligence cycle for three reasons. Fitgty must be

aware of the range of threats that confront the prograhegmwill not be able to implement

countermeasures to deny the adversacgss to data that may provide sensitive information. Second,
knowledge of the intelligence cycle allows the OP S ramto develop protective measures to thwart
adversary collection activities. Knowledge of adversary intelligence planning derivedhtydsig

intelligence collection allows the OPSHEG@nager to determiné their facility, operation, or program is
targeted, or is likely to be targeted, by a particular adversary. Knowledge of an adserskegtion

methods and patterns allows the depeient ofeffective countermeasureghird, knowledge of the
adversary's analytical biases can be used to develop programs that deceive the adversary by confirming
erroneous perceptions.

Access to intelligence information may be highly classified andreqe a A Q0 access aut ho
perhaps even Sensitive Compartmented Information (SCI) access).

3.2.2 National Threats

Thedesign basis thet is a statement of the baseline threat to DOE sites, facilities, programs, information,
and activities. In the devgbment of this threat statement, sf@ecific geographical, environmental, or

other unique facility or location characteristics are not considered. It is understood that local threat
statements, taking into account sa@ed regiorspecific conditions, Vi be developed to supplement the
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design basis threathe followingdefinitions describedversary groupaddressed in theesign basis
threat

International Terrorists. Persons or groups who transcend U.S. national boundaries to plan or engage in
violent acts dangerous to human life and property. The objective of this adversary can vary widely to
include loss of lifedamage to infrastructure and propedyto obtain, destrgyr use a nuclear weapon

or special nuclear materialadiological materialghemicaj or biological agents.

DomesticTerrorists. Persons or groups who are U.S. citizens who plan or engage in violent acts
dangerous to human life and property. This adversary would include homegrown violent extremists. The
objective of this adversagan vary widely to include loss of lifdamage to infrastructure and property

or obtain, destrgyor use a nuclear weapon or nuclear material, radiological matar@demical or

biological agent.

Criminals. An individual or group who obtains and&eeks to use government property, classified
and/orControlled Unclassified Informatioor material, or nuclear material for the purpose of gaining

economic advantager alters data maintained by DQOd&eals embezzles government funas commits

contra¢ fraud. Can be employee(s) and/or person(s) unaffiliated witb@t€ and encompasses the

ficri minal actor or groupo as well as the financi a

PsychoticsPsychotic illnesses alter a pégmensnedmndabi | ity
emotionally, communicate effectively, understand reality, and behave appropriately. This individual can

be an employee (i.e., insider) or a member of the community (i.e., outsider). The objectives of the
psychotics can vary basedonth@ di vi dual 6s ment al and emotional st
experiences.

Disgruntled Employee.An individual who has become malcontent or disillusioned with the workplace
environment for any number of reasons such as feeling overworked, underpaid, ciatgrprpassebly

for promotion, or other disagreements/confliwith management or coworkers. This individual could
resort to violence and/or other malicious or vindictive acts against persons and/or property. This
individual can be either an existingformer employee of the organization.

Activists. Also referred to as singiesue extremistéheymay includeviolent activistavho commit
malevolent acts (violent, destructive, or disruptive) in oppositidbQé& prograns and arelriven by
ideological, eological, political, or economic concerns, in violatiorfederal, stateandor local laws.

The category of violent activisthes not includbbyists, pressure groups, nonviolent demonstrators,
and others opposed to the development and use of neakei@y, nuclear weapons, or other DOE or
federal programsvho engage in lawful actions to bring about a cessation of these activities.

Threat Identification Resources The national threat includes nations, groups, and individuals who seek
to harm the Wited States. The rapid changes in the global political and economic climate have produced
a number of significant changes in the perception of threat at the national level. Several valuable sources
of threat informationalong with additional awareness te@als can be found dittps://www.dni.gov

Items of interest found on the website include but are not limited to:

9 National Counterintelligence Strategy of the United States of Americavizid @eveloped in
accordancevith the Counterintelligence Enhancement Act of 2002. Sita¢egysets forth how the
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U.S.government will identify, detect, exploit, disrupt, and neutralize foreign intelligence entity
threats. It provides guidance for the counterintelligence prgndctivities of the U.S.
government intended to tigate such threats. Each U.®vgrnment department and agency has a
role in implementing thistrategyin the context of its own mission and through application of its
unique responsibilities and authaedi

1 National Insider Threat Task For¢®lITTF) Fact SheetThetask forcewvas established after the
WikiLeaks release of thousands of classified documents through the global media and internet. Its
mission is to deter, detect, and mitigate actions by @yepls who may represent a threat to national
security by developing a national insider threat program with supporting policy, standards, guidance,
and training.

9 Annual Report to Congress on Foreign Economic and Industrial Espippeaguced by thélationd
Counterintelligence and Security Cenierconcerned with economic and industrial espionage

activities against the United States. The report
traditional U.S. allies, continue their attempts to acquif®. tfade secret information and critical
technologies for military and commerci al applica

reports make the following important poirfdéCIX 2009)

T Some of our traditional allies, as well as our traditi@hlersaries, are actively engaged in
collecting our information for both military and economic purposes.
T The collector does not have to be an intelligence agent. More and mergaitigence
personnel such as foreign industry representatives, studesgaychers, scientists, and foreign
nati onal Ai nsiderso working with U.S. firms ar
T The preferred method of operation is to collect information using legal methods. This refers to the
collection of open source informati, whether it is found in the news media, reported on
television, contained in organizational or other publications, or posted amtéheet. Because
there are no laws against the collection of open source information, the only recourse is a careful
review of information for its sensitivity before it becomes an open source.

3.2.3  Site-Specific Threats

The OPSEC statement of threat moves from the national to the local level and goes begesigthe

basis thrat by documenting the real and potential threatsfarticular DOE facility or site. It lists threat

types and threat operating assumptions. Local information should be used to adapt the general statements
from nationallevel assessments to provide a comprehensive assessment of the local threat Sihgation

local OPSEC threat assessment should systematically address each category of potential adversary in
terms of four key questicarea:

1. What interest would this group have in your facility? Has it demonstrated any direct interest (e.g., by
visits, demastrations, inquiries)? Has it shown concerns for your facility by attacks on U.S.
government offices or thefts from technical libraries?

2. Does this group have any known or presumed information requirements associated with your facility?
How significant wold these requirements be? How attractive a target would your facility be for this
adversary?

3. What general information collection capabilities has this particular group demonstrated? Are any of
these capabilities pertinent to your facility?
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4. Is any elementfahis group physically located in your area (e.g., a consulate, a commercial office, a
local chapter)? If so, what does it do? Has it engaged in known information collection activities
focused on DOE? Are there potential sympathizers (e.g., students,grtiumps) in your area? Has
the group sponsored any activities in your area such as rallies or exchange visits?

When considering whether or not a local threat exists, there are certain assumptions that should be made

1 Our adversaries are at least as ligeht as we are.

9 When adversaries visit or access any facility or location for any reason, they are collecting information
of some intelligence value.

9 Foreign visitors and assignees, particularly those from sensitive coumtaigeceive previsit
collection briefings from their intelligence services.

1 Most foreign visitors and assigneaay bedebriefed by their intelligence agencies in some fashion
upon their return.

9 Adversaries will collect intelligencealued information by any method.

Sources of infamation for local threatinclude local offices of national organizations such as the FBI,
local and statéaw enforcement agencies, other local organizations such as the chamber of commerce,
both national and local news media, and any local militaryligeeice offices.

Once a local OPSEC threat statement is developed, it can be put to three general types of use:
1. Analysis of OPSEC vulnerabilities, risks, and countermeasures
2. General orientation and OPSEC awareness programs

3. Specific elements on threat désgiertinent to their activities (e.g., protective forces or personnel
associated with a specific sensitive program).

External websites and additionakpurceshat can aid the OPSE@anagewith development of a local
threat statement include:

9 FBI Interret Crime Complaint Centérwww.ic3.gov

1 Center for Development of Security Excelleficeww.cdse.edu

9 Department of Homeland Security (DHIS .dhs.@v

1 Digital.govi www.digital.gov

9 Federal Trade Commission (FTCPn Guard Online and "Identity Thefit"www.consumer.ftc.gov
9 Stay Safe Online Resourcegvww.staysafeonline.org

1 U.S. Computer Emergency Readiness Téamvw.uscert.gov

3.2.4  Collection Techniques

Several collection techniques are used by adversaries to acquire information ognitertdnited States,
including HUMINT, SIGINT, imagery intelligence (IMINT), measurement and signature intelligence
(MASINT), and OSINT. Each of these disciplines is used by adversaries agaigsitda State$o

some degree. Most nations, and many atibnal and private organizations, have HUMINT capabilities
they use to collect data on their adversaries and competitors. While these are not the only methods
adversaries use, they are the ones mwibsh used against our facilities and will be discusisethore

detail in thishandbook
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Intelligence organizations use IMINT, SIGINT, and MASINT to gather data. These collection

capabilities, however, are often limited by the technological capabilities of the intelligence organization.
Historically, less techwlogically capable nations have been unable to gain access to information;

however, this situation is changing. SIGINT technologies are proliferating throughout the world and are
being sold by a wide variety of suppliers to nations that are known adesrefithe Wited States

Imageryis becoming more readily available to nontraditional adversaries as commercial imagery products
that approach the quality of intelligence collection systems become available for sale.

Most, if not all, results from criti¢anformation collections are highly classified and require individuals
requesting this information to have the appropriate security clearances and storage facilities/systems.
Open source collection beconeegreatethreat as more informatida electroncally accessibleAll
personneshouldbe aware of the potential for open source collection against their activitieheumd

ensure that protective countermeasures are developed to prevent inadvertent compromise of program
activities through publicatioaf data in publicly available media

3.2.4.1 Imagery Intelligence

The products of imagery and photographic interpretation processed for intelligence use are referred to as
IMINT. Imagery collection involves a broad spectrum of imaging techniques ranging frah hig
sophisticated satellite systems to handheld box cameras. Sensitive activities, equipment, or materials are
often visible at DOE facilities. In many instances, publicly accessible areas provide unauthorized persons
an unrestricted view of such activiieequipment, or mater&@loften from vantage points outside the

facility, such as high terrain, nearby buildings other structures. Unrestricted air space over or near

most DOE facilities also provides viewing opportunities. It is important to notevtiatcan be viewed

can also be imaged.

The imagery threat is of increasing concern because of the ready availability-glibig pictures. Not
only do some foreign governments and intelligence services have and use the capabilities of satellite
imagey, but several sell it commercially. In fact, some U.S. government agencies will, for a price,
provide highaltitude aerial photography and other imagery of much of the country.

When applicable, OPSEflans should have a section or annex describing adtiodentify and counter
imagery collection from airand spacdorne platforms. This portion of the plan must demonstrate how
the facility will assess possible vulnerabilities by identifying distinctive physical signatures and
determining vulnerable pattes of operation(s). It may be a part of the OP®EG or a separate
standalone document.

IMINT provides adversary intelligence services with an extremely valuable collection tool, especially
during system research, development, and testing stages.lfiapaimcluding status of the system,
production rates, new initiatives, new facilities, etc., can be derived from operational activities that can be
imaged.lt is suggested that OPSHEGnager®btain ground, airborne, and satellite imagery of their

fadlity and, in conjunction with th©WG, perform an analysis of the imagery threat.

A further consideration related to imagery collection is the Open Skies Treaty. Flights over facilities are
authorized by the treaty and require the careful consideratiOP8EC managers. Understanding the
capabilities of all types of imaging systems, and the threat they represent when used in combination, is
critical to the OPSEC threat analysis process.
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Overflight collection under th®pen Skies Treatyould result in theompromise of sensitive
information.Aerial observation o$pecial nuclear materialovements, exercises, industrial plant
configurations or activities, outdoor testing, protective force deployments, or storage of equipment could
give foreign countries déct or indirect insight into DOE and its contractarapabilities and readiness,
beyond that which thg.S.government is prepared to disclose.

OPSEC should also be considerefbireign visits and aggnments (FV&A). These assignments may
haveforeign rationalsfly over host sites for training purposes or walk through highly sensitive work
spaces in the performance of their work. Imagery collegsiotconfined to cameras and sensor
equipmentit can be collected mentallZareful consideration to O is vital in preventing disclosure
of sensitive items or activities.

3.2.4.2 Human Intelligence

Simply stated, HUMINT is intelligence information derived from or collected by human sources. A

human source is defined @ person who wittingly or unwittingly cermys by any means information of
potential intelligence value IUMINT may be collected by members of diplomatic or trade missions;
scientific, cultural, or technical exchange personnel; members of onsite inspection teams; persons visiting
theUnited Stateas part of a commercial tour group or as individual tourists; merchant seamen traveling
throughout the country while their ship is visiting a U.S. port of call; members of criminal elements; or
well-meaning (or not so wetheaning) activists. It can alée collected by the classic intelligence agent

or spy. While technical collection means (the other collection disciplines) provide very valuable
information, there are instances in which HUMINT operations provide details, or pieces of the puzzle,
thatarenot available through other sources.

Attendance at technical symposia, trade shows, and educational seminars can also provide useful
HUMINT. There is also reason to believe many adversaries exploit the numerous commercial databases
available both to obtaileads and to collect voluminous amounts of information related to areas they

deem of specific interest. Such databases and many other open sources provide targeting information for
use by the collection manager in directing the continuing spin of tBiégence cycle.

OPSECprogramsshould include discussions of HUMINT in local awareness training. Many have found
the local FBlor the DOE Counterintelligence offie@ewilling to provide excellent briefings on the
subject.

3.2.4.3 Signals Intelligence

SIGINT isthe composite of data and information from electromagnetic sources that is collected,
processed, and analyzeSIGINT is defined astelligence information derived from signals intercept
comprising either individually or in combination all communicasiantelligenc§ COMINT), electronic
intelligence(ELINT), and foreign instrumentation signals intelligeEESINT), however transmitted
Telemetryintelligence (TELINT) as a subset of FISINTS a very specialized field of direct concern to

only a few DCE facilities. The same can be said for ELINT, which generally concerns collection of radar
and other electronic signals. COMINT, however, is a concern throughout most of DOE. Modern
electronic equipment or collection hardware provides any intelligenctmilthe potential to
systematically listen to clear text radio and telephone microwave transmissions.
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Historically, the threat of SIGINT collection was from the most sophisticated adversaries, such as the
former Soviet Union and the Peofdrepublic ofChina. Such adversarial threats continue to gxilseit

from nation states such as the Russian Republic (the Russian SIGINT site at Lourdes, Cuba, continues in
operation and shows no signs of being closed) and quite probably remnants of the formerdpastnE

Bloc, not to mention some of the nations of the world dedifrethdlyd to theUnited StatesAdvances

in communication electronics, microchip design, computerd related technologies have resulted in the
proliferation of equipment capable ofGNT collection. Most of that equipment is readily available, at
reasonably low cost, through numerous retail outlets throughout the country. The ability to easily obtain
such collection hardware has provided less sophisticated adversaries with thétgapaibihduct

SIGINT and simultaneously broadened the SIGINT threat spectrum for DOE.

In explaining the SIGINT threat to the workforce, it may be useful to point out that for an adversary,
SIGINT can add countless 4p-the-minute details that are nothatrwise available. It can also provide
information on associations and linkagekich is valuable to the intelligence analyst. Because SIGINT

is passive and unobtrusive, it is difficultitopress the significance of thiereatupon the workforce.

Personel often accept the fact that an adversary may be capable of intercepting millions of transmissions
daily; however, they find it hard to believe that an intelligence analyst could actually find their specific
conversation. Providing those personnel knogéedf the capabilities of modern SIGINT equipment can

help them understand how it happens. The following are some suggested facts to include in that education
or awareness effort:

9 Sophisticated intercept systems @ik upmicrowave and satellite transreisns hundreds of miles
away from the intended receiver. Microwave transmissions andveal&ie-talkie communications
can carry far beyond the intended recipient and in some instances beyond U.S. borders, while satellite
downlinks can be received anywhevithin afifootprintd or an area that may be hundreds of miles in
diameter.

9 Scanners can continuously sweep specific frequency bands and automatically lock on active
frequencies, and then voieetivated recorders operate only when a channel is active.

9 Broadband recorders can automatically record a number of frequencies simultaneously (e.g., several
selected channels in a telephone microwave transmission).

1 Recordings can be screened by automatic processing equipment that extracts transmissions of key
intelligence interest based on parameters set by an analyst. For example, this processing can extract all
calls or FAX transmissions to designated telephone numbers. Sophisticated processing can search for
key words or phrases, suchfaistiumo or fiProject Aphagp and pull out conversations containing
them. This is the modern equivalent of using a magnet to find the needle in the haystack.

1 Analysts actually examine in detail only those transmisditethave been preselected as likely to
contain items of intest.

1 Recordings are often maintained in archives and can be screened after the fact. When an analyst finds
a new program involving certain people, materiafel designators, months or years of previously
intercepted communications can be processed taabgertinent information.

1 Articles often appear in national and local media relating instances of the use of intercepted
communications. Such information is very useful in impressing upon the workforce the fact that such
things can and do happen.

30



DOE-HDBK-12332019

3.2.4.4 Measurement and Signature Intelligence

Effluent streams could be a target for MASINT in an attempt to identify raw materialgnysediuction
activities however it is a relatively arcane collection discipline and only a limited number of nations
have acces®tMASINT collection capabilitied.ocal OPSEC programs should include consideration of
the threat of MASINT collection against their facilities. If that threat is deemed sufficient to place
sensitive information at risikcountermeasureshouldbe implemerdd.

3.2.45 Open Source Intelligence

OSINT is successful in targeting thénited State®ecause of the openness of American society.

Technical and professional journals are often lucrative sources for information concerning government
and commercial activities. Ehgrowing number of online databases has increased the capacity of
adversaries and competitors to develop tailored data products on U.S. government and industry activities
by permitting them to review large quantities of informatioauery short time. 8arch parameters used

for these databases can be structured to extract only pertinent information for analysis.

OSINT involves the use of materials available to the public. Some analysts have estimated that the
Former Soviet Union derived up to 90 percehits intelligence from open source information. With the
proliferation of electronic databases, it has become easier to collate large quantities of data and structure
information to meet the needs of the adversary collector. Open seoarceften provid extremely

valuable information concerning an organizafioactivities and capabilities. Frequently, open source
material can provide information on organizational dynamics, technical processes, and research activities
not available in any other form. Wh open source dagsecompiled, it is possible to derive classified

data or trade secrets. This is particularly true in the case of studies published in technical journals. A
significant understanding of research and development efforts can oftenvsel dgrianalyzing journal

articles published by different members of a research organization.

Finally, open source information is generally very timely and may be the only information available in the
early stages of a crisis or emergency. Screening of eméngce material is often an early phase of an
intelligence collection operation. The openness of our society is conducive to adversary collection and
many collection requirements can be satisfied by exploiting readily available sources. Those sources
include technical and trade journals; radio, television, and other mass media; government reports,
transcripts of congressional hearings, and publications such as the Congressional Record and the U.S.
budget social medialaboratory publications; anshles ad vendor documents

At the local OPSEC level, facility publications, job ads, solicitations, reading rooms and libraries, and
information accessible through electronic information sources such iaeieet could represent viable
troves for open sourcegloitation.

3.2.4.6  Computer Intrusion for Collection Operations

It is unclear to what extent foreign intelligence services are using computer hackers to obtain proprietary
data or sensitive government information, or whether they have developed the capalsktytonputer
intrusion techniques to disrupt telecommunications activiigamples of activitiegiclude
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In March 2016anunidentified cyber actor gained access to the network of a US regional water service
provider.Exploiting an outdated server, thtacker used a payment application to access the software
controlling the flow of chemicalinto the water supplylhe attackewasable to manipulate the

chemicas butwaslargely a nuisance due to the chemical levels being quickly detected by human
opeaators.Had the attacker possessed greater knowledio$trial control systerapplications, the

effects could have resultedd@sevee threat to public health.

In January 2003ersonnel ad U.S. nuclear power plantereunable to acceshe afety parameter
displaysystem due tahe Slammer wormThe wormtraveled from a consultant's network to the process
control network for the power plaithe retwork traffic generated by the worm inundated the control
network, peventing access to the systéan4 hours and0 minutes.

An article from Augistl, 2018 describes how one of the 12 alleged Russian hackers indicted for the
DemocraticdNational Committeehacks attemptetb use social engineering to get explditan

Yermakov, a Russian intelligence afft, is alleged to have used the alias Kate S. Milidmile

operating under this alias, Yermakov reached out to an unnamed Rejsséking cybersecurity
researcher offering to share malware samples and help with analysis in exchange for access to any
expoits she may hav@ he researcher, who runs a malwaharing site in addition to being a
professional security engineer, suspected that "Milton" was noshésaidshe wasand later her
suspicions were confirmed by the FBI indictment. She turneddmemecinications with Yermakov over to
authorities Chat logs between the two detailed their interactions, culminating in Yermakov offering to
buy an exploit for a new vulnerability affecting Microsoft Windows. The researcher declined to make any
sale and thtawas the last she heard frégmMi | t on. 0

Analysisof the threat is the second step in the OPSEC process. Nddwvekthreat assessments and the
DOE design basis tlat provide a foundation for the development of the local threat statement. Be
imaginativein your thinking to ensure all threats are considered. Remethkgsurpose of the threat
statement is not to determine if the capabilities of the adversary place your facility or site at risk
(assessments perform that function), but simply to idertigeis.

33 StepABal yb6i Yul nerabilities

OPSEC employs many tools to protect classified and unclassified
informationof a sensitive nature which may also be controlled
unclassified informationbut no tool is more important than 1G&,
asthis isthebackbone of an operationally effective OPSEC i

program. AnOA is the analysis of an organization, activity, or ~a N
exercise to identify sources of information potentially exploitable
by an adversary, and development of recommendations to mitig
these vulnerdlities. OAs may be broadhased assessments that

use the Afacilityo approach a- rearly
organization or facility, or they may be narrower in scope, focusing on 03
a single programorexercises i ng t he fAprogr amma approach.

An OA is a factfinding not faultfinding processilt is not a security survey,
audit, or inspection, but focuses on procedural or systemic issues rather than individual shortcomings.
OAs should not be confused with vulnerability assessments (VAS axea systematic evaluation
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process in which qualitative and/or quantitative techniques are applied to identify vulnerabilities and
arrive at an effectiveness level far 8&Ssystem to protect specific assets from specific adversaries and
their actsVAsare coucted in accordance with DOE O 470.4B, Ch§&eguards and Security

Program and DOE O 470.3M@esign Basis ThreaBeforean OA is considered, check with local S&S
and VA personnel to leverage recent threat assessments (e.g., hazards analysisjsdeaasgssments,
VAs) that have recently been completed and accepted by the ODFSA.

3.3.1 OPSEC Assessments

An OPSEC assessment is a thorough examination of an operation or activity to determine if there is

adequate protection against an adversampasice r ms, an OA i s a met hodol ogy
dod and Ahow we do it o f randwhetherdtispufficientgoepmotedt ve of an
sensitive information from an enemyssessments are faiihding actions meant to identify information

saurces potentially exploitable by an adversamer primary purpose is to support management by

identifying and offering mitigating approaches to preclude potential losses of seasitlassified

information.

OPSEC assessments must be conducteffedaency not to exceed 83@onths at facilities that possess
Category | special nuclear material (wedible roll up to a Category | quantity), Top Secret, or Special
AccessProgram information within their boundaries.

As with most OPSEC activities, themciples are applied during OAs and can be dependent on activities
present. OPSEC assumes the traditional Afadversar.
operations. In most cas€3As are unannounced (or with limited advanced warning) to bettemieée

an organizationbs true OPSEC postimpravesthdreléevancee nsur e
of management countermeasure decisiblusvever, OAscan also be conducted announced with

applicable staff and management acting as trustedsagetth approach has jisos and cons

Although the phases below are presented as separate and distinct activities, in practice, some typically
overlap. The phases are applicable whether conducting a-lbasad, facilitywide assessment or

assessing drgyle narrow function. The breadth and depth of actions related to each phase may be
modified as necessary.

OPSECGindicators are the collectible or observable clues that can lead an adversary to critical information
and can be discovered in planning or wigenducting reviews and OAs.

3.3.1.1 Assessment Determinations

An assessment determination identifies the where, what, and how of the assessment. The first decision is
to determine where the assessment will be conducted. The next decision is to determineaich &ppr
be used. The approach begins to identify the fAwha

3.3.1.2 Approach

Both the facility and programmatic approashave advantages and disadvantages.
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Facility

In most instances, identifying a facility is straightforwatds simply a building wherein a specific

program or programs are accomplished in their entirety. For some sites it may not be so easy. A facility
may be within a fenced complex containing many buildings and structures, and a program may cross
building boundaes throughout the complex or even beyond. In such instances, it may be prudent to
conduct programmatic assessments rather than a facility assessment.

In the facility approach, all programs at or within the facility are included in the assesSheefdclity
approach involves a broagectrunof both technical and support activities throughout the organization.
Conventionally, the formenayincludeweapons programs, research and development activities,
production operations, or other missions such @stesvaste management, or cleanup. Support
activities include administrative and logistical functions such as personnel services, procurement,
computer operations, waste disposal, budget, shipping/receiving, visitor control, protective force
operationsetc. Under the facility approach, theeitical information listis used to focus the assessment
effort. While it is not necessary to address every ltstad, efforts should be directed toward items of
highest priority.

The facility approach can be timand manpoweintensive and, depending on the size of the facility, data
gathering can be overwhelminbhe entire OA team is normally requiretien using the facility
approachDue to these considerations, it may not be practical to attempt a facilitgrasge$or large
facilities.

Programmatic

The programmatic approach focusesall activities within a single program. this approach is selected,
the organization, activity, program, or technology must be identified. These could inchuskifi s
weapois program, a research and development program orgbraje exercise, the movement of sensitive
material, or any of the vital activities performed at a facility. However, the activitymans a
relationship to critical information deemed to require protection from adversary exploitataher
words,it must have a direct connection with, and should normally be included aijtib& information
list. As in the facility approachgcévities that provide support to the program may also be assessed.
However, only actions directly related to the subject program or project should be included and,
contingent upon resource availability, it may be necessary to limit that effort to astaitil actions of
highest priority Although there are exceptions, the programmatic approach is not as time and/or
manpower intensive as the facility approach.

3.3.1.3 Methodology

The assessment methodol ogy conti nuengenttThe i denti fy
methodology can either be visible or invisible.

Invisible

The invisible assessment looks at the facility or program from the oirtsi@leis means that the assessor
orteamisnoiir ead i nt o 0 critical mformatian ¢jst TdnerOAm@ssssor or team takes a true
adversary approach and attempts to gather information on the program or activity much like an adversary
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would. The goal of the OA is to identify the program(s) anitical information When conducting an

invisible assessment,dlteamshouldunderstand thatn adversary will have much more time to collect

and analyze information whereas the OA time is limi@gen source information searches and

observatios play an important role in the invisible assessmeghe invisible methdology is not a covert

or clandestine activity, but it does take on a more realistic approach from the perspective of the adversary.
Siteor programmanages arealwaysmadeaware of invisible OAactivitieswhile generakite population

is not.

Visible

The visible assessmelaioks at the facility or program from tl@sideout. It is visible because the
presence of the assessment team is readily apparent to the facility or program péreerAl.
assessd@s) or team is briefed on th&itical informationandindicators and all site personnel are aware of
the OA activity.In the visible methodology, the assessment will include interviews with facility or
program personnel.

3.3.1.4 Scope and Objectives

Thescope ompl et es the Ahowod anldriimiteadhat 6 and can be eit

Full

A full-scope assessment examines all the elements of critical information and indicators. The assessment
is more time consuming tharlimited or focused assessmeS8ince all indicators are assessed, the full
scope assessment will mele¢ requirements of the programmatic or facility assessment.

Limited

There may be times when resouraes notavailable for conducting a fuicope assessme#tlimited-
scope assessment examines one or ifnortenot all)elements of critical informatbon listitem(s)andor
indicators.The advantage is that it is not as time consuming as a full scope and only selected team
members whose expertise is relevant need to be involved. The disadvantage is that severstdipsted
assessments will be necegsantil all list items and/or indicators have been assessed.

3.3.1.5 Team Selection and Support

An assessment team is formed when@#elead,in coordination with the OPSEf@deraloversight

selects a candidate facility or activity for assessmenthe team lader determines team composition
The approach, methodology, and scope determine who and what skills are required for the functional
areas to be assess@dam membermay beselected based on their technical knowle@gg., computer
technician, weaponsedigner, engineeor communications expert), organizational functions (operations,
finance, contracts, budget, etc.), or recruited from outside of the organization, pechamel from
othergovernment agenciesther DOE sites, or external working gpomembersThe OA team may
rangein sizedepending on the complexity of the function being reviewed and scope of the OA.
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Team membershouldhavea demonstrated capability to exercise sound judgment, have a practical
curiosity, be unbiased, am& ableto work with others. Team members should also have a good
understanding of the nature, purpose, and condu@Asf

3.3.1.6 Program and Support Coordination

Coordination requirements may include, but are not limited to:

9 Arranging travel schedules

1 Identifying and trasferring special access authorizations
9 Coordinating irbrief date, time, location, and attendees

1 Establishing work spaces at the site of the assessment

9 Identifying special equipment needs

9 Securing administrative support

3.3.1.7 Conduct

The assessment process [deg suggested guidance to help the OPB&Gager practitionetto
become familiar with the flow and format when conducting an OA. An OA may consist of one or more of
ninephases. These phases needdfiexible andaresubject to changdepenéhg on the situation.

3.3.2 Phaseli Planning and Preparation

Preassessmemianning angreparatiorarevitally importantasthey sethe tone of the entire
assessmenthe preparation phase identifies who, what, when, where, and how the assessment will be
conducted

1 Assessment determinationsonsist of identifying the facility or function to be assessed, approach
(facility or programmatic), methodology (visible or invisible), and scope (full or limited).

1 Team assignmentsre identified by the OA team leadaiqp to the first team meetinglong witha
schedule for both preliminary data collection and onsite date collectionspiibeeeam members
should have skills consistent with the facility being assessed. These skills may cover such areas as
operations, communitians, logistics, or specific scientific and technical disciplines. As a whole, the
team should have an understanding of the activity being examined, but not be so familiar as to
jeopardize an objective analysis. Team members must be approprietebdidr the assignment.

The onsite data collection phase will include, but will not be limited to, interviews, field observations,
records review, and analysis. Adlam members providing inpsitouldbe instructed that an
authorizedderivativeclassifier (DC)or reviewingofficial (RO) must reviewall information and

ensure that it is properly and appropriately markedome cases, as the assessment progresses the
team leader may need to adjust assignments and scheduling.

1 Preliminary data colection should lkegin as soon as team assignments are made and be completed
prior to arrival at the facilityKey individuals involved in planning data collection should begin
organizing threat data and open source information as early as pd3sitdasedversary analys of
the subject facility or program will most likely be carried out against the background of large amounts
of open source material, preliminary data collection should also attempt to determine what information
on sensitive operations is already in tlul domain When collated and analyzeahen source
informationoften provide a disturbingly detailed picture of sensitive actestIn the event that
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critical technologies or other sensitive information are identifsddiEsat the facility should basked
to review the open source information as part of the onsite data collection phase.

Key planners should review their threat statement and coordinate with their intelligence contacts, as
appropriateContingent on the subject being assesB&f;: headqartersmay be requested to initiate a

review of national intelligence threat data related to the activity involMad.analysiswill allow the OA

pl anners to develop an appreciation of how the ac
plan.

3.33 Phase 217 Team Orientation

The orientation is designed to familiarize the team with the facility. It actually begins during preparation
and continues to the close of the assessment. The team should follow the same paths of interest as would
any hostie intelligence organization. Working with program personnel, the ghamldattempt to gain

an understanding of the activity in a brief period. The key to success is cooperation and learning the
details of the activityr facility. To obtain an ideal ahesis, the route taken must bdactfinding

expedition, not a faultinding exercise.

3.3.4 Phase 31 Introductory Briefing

Normally held on the first day of the assessmiattpductory briefings are generally conducted at the

facility where the assessmentdstake place and are conducted by the OA team lead and key facility
personnel. Tiis is as much an information exchange between the OA team and facility personnel as it is
an overviewThe team leader should introduce the members of the team and baggétidees on the

overall OPSEC process and how the OA will assist the facility or program manager in protecting
information. The team explains how they will perform the assessment, the scope, what they will examine
and how the assessment will be usedilffapersonnel will be asked for recommendations and details on
the areas of evaluation and conduct of operations. Depending on circumstances, the introductory briefing
may be waived or handled telephonically.

In many instanceshis is an opportunity tpromote better understanding of OPSEC by conducting a

short awareness briefing. It is also important to emphasize that this is not an inspection. It should be made
clear that if reportable violations are discovered, the team leader has the respofwsibdtgrting them

through the appropriate channels.

3.35 Phase 41 Field Data Collection

Data collectiorplanscover the primary areas of OPSECconaemd ai d i n maintaining
Field data collection should include, but is not limited to, inésvg with operations and support

personnel at all levels of the organization, direct observation of as many operational functions as

practical, records and information reviews, and careful examination of all information channels associated
with the operabns. Some activities and systethatcrosscut almost all facilities and prograane

described as follows.
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3.3.5.1 Open Source Material

Open source materiad the large amount of
unclassifiednformationusually available to the

public, including websites, s@imedia, published
articles, news releases, unclassified internal
documents, etdhe OA team needs to identify what
program or facility-specific information is available

to the public. Oftentimes searching for open source

4 materials is like looking for aeedle ira haystack.

i JB_~S= The assessor must be able to focus the search by
le identifying key words or phrases associated with a
i, @ facility or sensitive progranDuring the preliminary

data collection phase, it was noted that any adversary
analysis of a DOE factly will certainly be carried out against the background of large amounts of open
source material and the purpose of the preliminary data colleéstonattempt to determine what
information on sensitive operatioissalready in the public domain. Durinlgefield data collection phase,

it is important to identify the sensitivity of additional information collected. Types of additional open
source materighatshould be assessed include media reporting, publicly released documents, technical
reports preseed at conferences and other public meetings, and patents.

Internet

One of the greatest indicators of DOE programs, practices, intentions, and proceduriegdsitie The
proliferation of use for emaikocial media, marketingnd other informatioexchanges isxplosive. The

highly vulnerablenternet has become a vast treasure chest of free inforniatioommercial, political,

and military adversaries of thénited Statesactivists terrorists, and criminals. The threat to information
placed ortheinternet is stated repeatedly and constantly in both the commercial and government arenas.
Hardly a day goes by when newspapers or other news nhediathave a story about sorgeeathacker
success, or some theft or fraud committed by individualsiaguheinternet.

Radio and Telecommunications

Radio and telecommunicationgy be assessed based on inherent vulneratoilityonitoring.Many
DOE facilities depend heavily on radio communications and virtually all facilities depend on
telecommunicatios Vast amounts of data and information are exchanged on these systamasffort
to understand what equipment is used at the site, where it is located, how it is used, and known
vulnerabilities, the OA team should attempt to diagram the system inratiopewith thechief
information offce. The OA shouldin cooperation with the Chief Information Offigdentify the
equipment in use; assess susceptibility to intercept; and identify particularly vulnerableRzmties.
communications may range fronfeav handheld units to multiple nets with repeatergering hundreds
of square miles and uniting outlying sites. The first step in data collectioadiorcommunications is to
obtain a comprehensive listing of the nets and their frequestooeging:
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9 Useas

1 Sensitivity of traffic

9 Types of equipment employed

9 Function

9 Periods of operation

9 Use of repeaters

9 Power levels

1 Any unique features (e.g., telephone patch)

Consider whether or not an adversary could correlat
transmissions with some observabtgivity going on
at the facility. It is also useful to conduct hearing ability tests to obtain estimeate of the distance the
transmissions can be heard from the facility.

It is essential to determine if transmission security equipment is available and vanetbeit isused on
a regular basis. If a limited number of secure systems are available, determinaitthligcated to the
highest priority nets.

Telecommunications data collection involves the same process used faaaiwnications, but can be
more complicated. For example, most facilities do not cotatephone switching and may not be aware
of how their circuits are routed. In some instantes]ocal telephone company may not be aware of
routing outside the local area; therefore,shemingly simple task of developing a system diagram can be
a major challengand should be done with other officesglsaschief information office, technical
surveillance countermeasures, intelligence, counterigeitie, etcThosediagrams should show:

1 Routing of calls within the facility, including location and identification of key equipment, routing of
main cable runs, and use of any internal microwave links. Determine if internal calls (from one
location to another within the facility) go to an outsadtchboard.

1 Routing of lines between the facility and the local telephone central. If the switchboard is on the
facility, determine if outside calls go through an operator or if anyone can dial directly to an extension.

1 Routing of commercidbng-distan calls, at least to the point they are mixed with large volumes of
other traffic. Identify the carriers and whether they use dedicated ciwtthitsr totally dedicated (the
same specific channel always reserved for DOE use) or partially dedicatethifa member of
channels always available for DOE, but not necessarily the same channels). Also, note any special
lines or direct voice or data lines to other facilities.

1 The presence of any other phone circuits within the facility, such as an emergematipnp@hone
system, a teleconferencing system, or an intercom system. If these exist, how do they operate? Could
they be operated in reverse as an eavesdropping net? Do they connect with the standard circuit?

1 It is important to identify if anyone has edial phone and if so, who may deal with customers whose
relationship is on a nedd-know basis. Redial phones show the last number dialed. If that number is
for a sensitive customer 8PPR the user should be aware to dial another number after talking to
sensitive customer.

9 Connections to any outlying stations.

9 Any use of mobile stations, cordless phones, or cellular phones.

1 Any connections (patches) with radio nets, including paging nets.
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While it is important to understand there are different locatioperations and challengies
telecommunications using the internietr specific informatiomegarding clouébased environments such
as Voice over Internet Protocol (VolP), contde Chief Information Office

Global Positioning System Devices.The raidly evolving market of devices, applicatioasd services
with geolocation capabilities (e.g., fitness trackers, smartphones, tablets, smartwatches, and related
software applications) presents significant risk to personnel both on and off Hage gelocation
capabilities can expose personal information, locations, routines, and numbers of personnel, and
potentially create unintended security consequences and increased risk to the mission.

Cellular Telephones.After identifying and diagramming the cirits, assess the system and identify any
links thatare particularly vulnerable. Personnel using those circuits should be aware of their heightened
vulnerability and the circuits should be examiimedooperation with thehief information offce to

idenify means of improvemen€ell phone users think of the instrument in the same manner they think
of the deskelephone. The instrument is thought to be ON when in use and OFF when not ircelie. A
phone, however, maintains some sort of communicationitgittellular servicg@rovider unless the unit

is turned OFF. Even then some instruments can be activated (@&)eemotely without the user's
knowledge. Since cell phones are wireless and can be cimedffice to office or building to building
the potential exists for the inadvertent broadcasboiversations. Policies regarding the introduction of
cell phones into the work area, particuldaryareas where classified or sensitive unclassified information
is processedshouldbe examinedAdhererte to these policieshouldalso be observed.

Voicemail. With today's technology, voicemail may also provide vulnerabilities to interception. What is
the software used for voicemail and does the vendor maintain a master passwordpddasterds are

often used by the vendor to access the system remotely, thereby eliminating onsite repair. Unfortunately,
accessing the system also permits the vendor access acaosants.

Facsimile Faxmachines may be a particular problem because of the technical@afadbessdentify
where such machines are located, who or what offices use them, and what sort if paffsed over
them.

SecureTelecommunication DevicesDetermine ifsecuretelecommunication devicese availablesuch

as STE, Vipersatellite,cell or other encrypted communication devices. Be aware of storage and
functionality of these devicesFor exampleare they situated where people who should use them have
ready access? Do telephonesénsitive areas have disconnect switches? Aseubed? Attempt to
identify what routinecoordination is accomplished on telephones located in sensitive Roeapecific
information work with the Chief Information Office.

Overall, the most pressing question is: Could an outsider easily monitdiveeinaffic on asystematic
basis?Specific countermeasures must be considevkdrethe combination of sensitivity and
vulnerability is high.Thismay include encrypting traffic or using alterna@nsmission means, such as
sending a computer file byait on athumb driverather than over aulnerable data link
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Computers and Computer Networks

Computers and computer networks pose unique OPSEC
concerns related to information contrbhey contain vast
amounts of easily accessed, neatly orderedttatis
vulnerable to tamperindgnforcing needo-know is

difficult since access is generally to an entire category of
data. A disgruntled insider or individual who gains
unauthorized access can severbgrupt an operation
Standard computer security praes may be assessed and
computing resources reviewed using one or more
available techniqguefioweverit is important to

understand thre are different locationand configurations
for data storageFor specific information regarding
internet and cloutbased environments, contact the Chief Information Office.

OPSEC personneghouldwork closely with computer security personnel. They have mirntexkests in
information control. In most instances, however, computer security assets fdwuslaare and stare
vulnerabilities while OPSEC personnel focus on available data concenogngationsThis datais made
available by operations personnel and may provide indicators of sensitive activities. Therefore, computer
systems must be assessed to determitenpal operational vulnerabilities.

Obtaining a description of the system is a first step in collecting data about itcéutalso be an
important step for an outsider trying to get into the system or identify itsamitical elements.
Determinefilayouts of either classified or unclassified systems are reawhlyable to an adversary.
Purchase orders or service contracts may describe system equipaeail and identify modifications.
Such information should be protected from routine adogssauthorized personnel. Most facilities have
a longrange computer plamhich should beeviewed to determine its usefulness and availability to
adversaries.

Knowledge of the software used with an operating system and cditt@unications networkugporting
the system could aid intruders. Determine who develops applications prograrng,vemain and how
software and hardware maintenance is performed.

Information on the physical layout should also be protected. An adversary seeking toogisrapors
may be very interested in the exact location of key equipment or the exact routairess

Classified Computers Classified computer systems may have OPSEC contteatere outside the

realm ofconventional computer security. Connections, for exanmig/ show sensitive associatioRsr
example, adding an encrypted lénlerfectly secure from a computer security point of desould

indicate startup of a new prograldeally, a classified system has no unclassified links and no
unclassified output. Hogwver,classified systems might produce unclassified reports or input to such
reports. If this is the casdetermine who designs the reports, who reviews them, and whether or not the
process could bemanipulated to obtain classified information.

Unclassified Computers Most facilities have systems with numerous unclassified computer files. Many,
such agersonnel files, accounting files, and purchasing files, are quite sensitive. Typically, they are
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compartmented and protected by passwords. But the congdstior the number of users i@/ so

large that there is little actual protection. Ideally, passwords should be rangkmaisated, carefully
protected, and regularly changed. Sophisticated network programs mayaligkindividual databases
into a compl& interactive system with widespread digld accessThat is good for operations, but bad for
OPSEC.

Protection accorded each computer systhouldbe assessed to determine if it is adequate for the
sensitivity of the data it contains and of the dataaioet] in any other system with whichitworks. It

may be appropriate to encrypt some lines, ensure that certain transmissions take place over specified
circuits, or replace some transmissions with courier or mail serviceoljjetive is to find the dpnum
balance betweesecurityon the one handind cost, timelinesseliability, and common sense on the

other.

Controlling computer access is of little value if the output is printed on paper and distributed throughout
the facility and elsewhere. Thésttibution of such products and their ultimate disposition should be
determined. Excellent computer security can be defeated by poor control of the products of the system.

It is important to keep in mind that computers are no longer a world unto thesabklagerically

controlled machineditness monitorshi-tech watches, gaming systerimgjustrial robotsdronesand

artificial intelligence systems are a few examples of systems that have their own embedded computers
and that may interface directly widomputer networksThe OPSEQrofessionahas to keep all of these

in mind (along with emerging technologies) as they implement their plan.

Trash

Trash, recyclingsalvage yardsind similar services aessessednd analyzed because of the potential
for sensitive data to enter these pathways.

Trash invariably contains such matter as scraps of notes and other written mdisciatded wrappers,

and shop sweepings. OPSEC personnel should know where teasiuisulated, how accessible it is to
outsiderswho collects it, and what the collectors do wittGantracts should obligate the contractor to
destroy the material consistent with the requirements contained in the DOE Orders and locally approved
site procedures and OPSEC personnel should verify canggliby unannounced spot checks to validate
that the material is being properly destroy&tla minimum, local site procedures would require the
contractor to destroy the material or deliver it to a auatl landfill, and OPSEC personnel should verify
comgdiance by unannounced spot checks to validate that the material is being properly destroyed or left
undisturbed.

waste. The first step is tetermine how the system works. How is
paper wate collected, where does it ultimately amal and how

by aninterested outsider? Ideally, trash and paper collection points
on a closed facility; outsided®o not have access tampsters or other
containers; facility personnel collect the material sagular basis; the
material is brought to a sanitary fill on the facility where it is promptiy
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coveredby dirt; outsiders are not allowed access to the san#adill; and operaing personnel are alert
to any signs of digging or scavenging.

It is one thing to describe how a system should work and another to determine howiododsnough
information should be gathered to determine tiosvsystenmeally functions. Fomstancedoes a
weekend or a late evening visit to the normally neatly covered landfill rpapats and other material
blowing around in the breeze?

Recycling programs aioften economically sound, but can be particularly worrisome fro@RSEC
viewpoint. If they are not controlled, these programs could assist an advecsdgction activities. By
systematically destroying large amounts of sensitive materiatyaling program can perform a
welcome OPSEC service. Ideally, the ultimate receiver sHmutmntractually obligated to destroy the
material locally and in a controlldedcility.

Dumpsters or trash collection poink&tare accessible to outsiders should be randoimdgked.

i Dump st e entaits rummagiggdhrough the trash, collecting a epr&tive sample of papers
other materials of interest, and systematically reviewing them to determine their sen€itxgider
things such as:

1 Is anything classified or sensitive?

1 What could someone learn from these materials?

1 What procedures arevalved in handling the trash and what is its ultimate disposition?
9 What physical protection is provided?

Practical measures to reduce vulnerabilities include:

9 Shredding, burning, or otherwise destroying sensitive papers before they enter the waste stream.
1 Requiring the use of a landfill on the facility.

1 Reducing access at critical points in the opergiog.,locking dumpstens

9 Developing stricter control procedures and a monitoring program to ensure compliance.

Salvage

Salvage materials include sendte equipment no longer needed, unserviceable items, surplus
equipment, and machine turnings sold as scrap. The OPSEC challenge is to ensure thersodia@ot
sensitive information or indicators to unauthorized individuals. In reviewing salvlagek mwth the
paperwork and the items themselv@snsider such things as:

9 Do records at the salvage point show wiraigram or account released the material for sale?

9 Does the buyer receive such information?

1 Is material from sensitive activities systematigatispected before it is turned in for salvage?

9 Does the material itself reveal anything of value to an adversary, such as size or shapewttar
simply the fact the material is being used at the facility?

Reports

Programrelated information suchsaeports, internal and external documents, patents, scientific
publications, facilities engineering, budget datadprocurement informationould present concerns for
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an OPSEC progranCountlesgeports are generated within and between DOE facilit@#ractorsand
otheragencies or activities. Many if not most of these reports are unclassified. The reports are both
technical and administrative, and represent a collection of data related to DOE pragtaities, and
facilities. Because of the caast demand for information, reports flowing thpough the levels of
management often provide excessive detail and are subject todissachination.

The assessment team should review reports and the reporting system. The revieidehidyldnd
descibe the overall reporting system at the facility; specifically

1 Who preparethereport®

1 Whattype of informationis included?
1 Whatnumber of copieareproduce@
1 What is theclassificationlevel?

1 Who is ondistributior?

9 What is theultimate dispositin?

Internal Use Documents Every facility also has unclassified documents prepared for internal use. These
documents rangeom materials, such as newsletters, which may be prepared in multiple copies, to
individual notes and memos. Inevitably, much détimaterial becomes available to the public at large,
andmuch of it is susceptible to a Freedom of Information Act request.

Public Media. Public media runs the gamut from material prepared for the general public to technical
publications for special intest groups. Much of what the public media prints about DW&ves
information obtained from interviews and tours of facilities, informal discussiongeigonnel, semi
official visits to operational facilities, and simply local interest stofi@ss type of writing is often done

in conjunction with a DOE public affairs office and qaovide glimpses into many sensitive areas, such
as names and procedures associated vdfieeificprogram. That information could be very important to
an adversary tryimto develop amnderstanding of a system or program and its projected activities.

Public ReleasesMaterial in the public media is supplemented by maténetithe government publishes
andreleases. In fact, there is no clear line. The voluminous prdd@rd is a major source of whatin

the public media. Annual reports and transcripts of congressional hearings, for exaepiajor
sources of information on the scope and status of programs.

The conflict between the public's right to know and theegament's responsibility to protesgnsitive
information related to some programs is exemplified by environmental repantisularlyenvironmental
impactstatements. Specific legal requirements establish wiat be included in amnvironmental
impad statementYet, environmental data could reveal sensitive process détabticly released data
may often contain information beyond that which is required to satisfyutp®se of individual
documents. This requires close coordination between OP8EGrmehnd those responsible for
producing such reports.

Patents and Scientific PapersPatents and scientific papers often provide details of technical processes
at the forefront ofleveloping technology and are therefore described together. Patestsemtidic

papers ofteraddress sensitive details of current processes and are typically indexed in electronic data
basesAdditionally, presentations of papers may include much informal discussion, providing a
significant opportunity for leakage. Thisgimem requires careful screening of papers and adggtee
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of security awareness on the part of the person or persons involved. Neverthelease theveral major
difficulties:

9 Implications of a technical achievement are not always clear, so informmatly be released before
the full technological impact or the potential classified applications are recognized.

9 Classification determinations are often made on the basis of one specific patent or article and its
relation to a specific classification guidéumulative effects are difficult to address, so sensitive
technical information can easily be released piecemeal i¢bispilation effead may dictate that
later reports be classified or given an appropriate marking sudhcassified Controlled Nucée
Informationor Official Use Only.

Procurement Cycle The procurement function represents a viable target for adversary exploitation. This
is at least irpart due to the fact that it generates voluminous amounts of documentation and it must
maintainan audit trail.

The procurement function generally operates in a cyclical mittidive steys:

1. Generating a needormally submission of a requisition or purchase request fromske
2. Selecting a supplieperformed by the buyer in the procurement office

3. Documenting the purchadermalized by consummating the contract between the purchader
supplier

4. Providingthe item or service by the supplier

Paying the supplier.

Each step in the procurement cycle generates documentation. GR8HE@etermine tk degree of
accessibility an adversary might have to that documentation and whetiwrit provides sensitive
information or useful indicators thereof. While practicality demahdsmost procurement systems
operate in an unclassified mode, it mustdsdized thaprocurement actions may provide indications or
details of very sensitive activities.

The documentation provides numerous elemenitsfafmation. For example, it identifies many

individuals by name and perhaps reveals theitiftéh office location, phone number, and cost account
code. It normally identifies the buyer aseller and includes telephone numbers, addresses, and other
similar information related teach. It undoubtedly provides a detailed description of the goods or services
being procured andesignates a location where delivery is to be made or the service is to be performed.

The potential for correlation of elements of information in the above example is obvigivenA
individual located in a specific office or element o flacility has a need for a specifipbduct or
service, for use in a designated program or project (identified by the account cegetiffc buyer has
contracted with a specific supplier whose address is identified to fulfilebd. OPSEC personnel
should determine whether or not this type of system is placing semsfowaation or activities at risk
within the facility or program(s).

Facilities Engineering Information on the detailed physical layout of a facility can be of great value to
an adersary. It could be used in planning and executing an operation against the facility or it may simply
add to the adversary's intelligence database. An adversary planning to disrupt operations or obtain
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material or information must identify the target; tnexactly where it is, how to get there, and how well
it is protected. Such information could be obtained from engineering drawings or other material produced
by engineering organizations.

Publicly available site maps typically provide general informatiimterest to an adversary; engineering
drawings and contract specifications may provide the specific details. They often reflect information on
building layouts, process lines, and utility systems. In some instances, they identify the location ,of vaults
key offices, or sensitive operations. Security features, such as wall thicknesses, fence lines, security posts,
and alarm systems, may also be detailed.

Details concerning the accessibility and sensitivity of the information should be obtained.

1 How mud of it is available in unclassified computer systems?

1 Is it passed to contractors to solicit bids or to support activities?

1 Are there outside agencies (e.g., a local fire department) who require this information?
9 Overall, what information is distribu@

M To whom?

9 What controls are placed on it?

Other Data Collection Activities

The following list provides opportunities for an adversary to collect information and shouiclused
in the assessment process:

9 Conversations in public places

9 Open areas/wdows

9 Job postings (internal/external)

9 Company credit cards

9 Travel documentation

9 Bulletin board postings

1 Foreign national visits/assignments
9 Foreign travel reports

1 Imaging vulnerability

9 Cooperative Research and Development Agreements
9 Technology transfer &drts

9 Telephone logs

1 Employee suggestion programs

9 Work for othersor SPP

9 Janitorial services

9 Protective force operations

Thislist of topical areas is natll inclusive Each facility and program may be unighat data collection
fundamentals must congidthe identifiectritical informationand indicators related to tifecility or
sensitiveprogram.

Data collectioreffortsshouldbe flexible, with schedules able to change on short notice. For large teams,
daily team meetings should be scheduled to lkeepyone abreast of events. The collection process
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involvessauring through papers, observing operations, and the possibility holding a constant stream of
interviews, often with the facilityds dopedfithest peo
assessment might change as a result of the observations.

3.3.6 Phase 571 Data Analysis

Thedataanalysis phase is nhot so much a point in time as a gradual transition, with the collection process

itself becoming ever more analytical with each pasdag Preliminary drafts of observations and

findings are generated to help direct continuing data collection and provide focus during team meetings.
The key to the analysis process is doing it from
Ssubjective. I n effect, t heet Ok OAteanmttemptotpftliiontheh e adv
sameindicatorsor pathways the adversary would take to arrive attitieal information To do

otherwise would defeat the purpose of the assessment.

Due to the large amount of data collected during an OA, thegkauolddecide early how to organize it.

It could be sorted by functional areas, distinct missions, phaispsogram. Sorting the data
systematically puts the information into a clear openal perspective, helps keep the data manageable
and makereferencing more convenient during analysis.

As part of the analysis phase when potential vulnerabilities emerge, the vulnerabilities should be validated
by the team in conjunction with appropadacility or program personnel and be classified as appropriate.
Particularly sensitive issues should be brought to the attention of senior facility or program management
by the team leadef.he team shouldlwaysmaintain thefact-finding not faultfinding philosophy

3.3.7 Phase 61 Draft Report

A draft report should be preparettlae conclusion of the assessmdiite draftOA reportshouldinclude,
at a minimum, documentation of observations, analysis, and preliminary recommendations.

Observations are angsues or vulnerabilities identified during the assessment, inclpdithgvays that
adversaries could exploit and an explanation of how they could be used andferhation could be
revealed. Suggestions are potential countermeasures that a mardagésionmakercouldimplement to
protect information that is vulnerable. Since it is the responsibility afhdmeageor decision maketio
review and determine whether or not to implement a suggestane, should be sufficient information
provided to hip make an informed decisiolhe manageor decisionmakershould be presented with
alternatives, if possible, rather thastone solution. Thdraft reportmayalso document actions taken
during the assessment process to mitigate identified vulnéiesbidr prevent disclosure of sensitive
information. In addition tahesetopics it is suggested thassessment reports include the following:

9 Purpose of th©A

9 Scope of th®©A

9 Constraints that influenced the results

1 Methodology used in collecting data

1 Applicablecritical informationandindicators
9 Pertinenthreat information

1 Acknowledgment of support (accolades)
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The draft report and related notes/correspondence should continually be revieglassification.

3.3.8 Phase 71 Exit Briefing

At the conclusiorof the assessment, whether visible or invisible, the assessment team should conduct an
exit briefingthat highlights the results of its effoifthis briefing will help explain the observations and
information that may be contained in the report and anquestions that may arise. The originator of the
report is responsible for ensuring the resulting assessment report is properly reviewed and marked for
classification. Senior management, key personnel from the subject aatifatjlity, andothers as

appopriate should be invited to attend the briefiAgthis time, a copy of the draft assessment report
should be provided to the senior manager.

Unlike the introductory briefing, this is a formal briefing covering specific subjeatsould include:

9 Thecritical information item(sand associateiddicatorsas they relate to the activity facility

1 A review of the general and local threat profile

fTAsynopsis of the teambs observations

1 Recommended countermeasures

9 Accolades for positive acts noted dgyitne assessment such as maintaining a strong security culture,
having a robust OPSE®@ogram, cooperation with the team from staff members, etc.

3.3.9 Phase 87 Final Report

Providing a draft report to the facility or program manager provides key managemeittenfiacility
personnel the opportunity to review and comt@AppendixC provides a sample format for an OA
report).However, in some instancadditional data and information will be discovered thas not
available to the team at the time of thet &xiefing.

Before issuing the final report, the facility or program manager should have the opportuniindbr a
review and comment. Followirtgereview and commengrocessthe final report should be prepargtb
not forget the classification reviewahd forwarded to the manager throulé cognizant DOEederal
oversight Finally, acopy of theOA report and supporting documentatigirouldbe retained as a part of
the OPSEC program files.

3.3.10 Phase 91 Follow-on Tasks

Whenever an assessment report inetuguggestions, it is important to periodically follow up with the
facility or program manager to review actions takdowever, the decision whether or not to implement
any suggestion is at the discretion of that manager, for it is the decision makacaepts the risk.

3.3.11 Summary

TheOA process is flexible and adaptable. Although the phased process outlined above is a proven
management tool, it may be modified to meet specific requirementsnditeupof the OA team can

often be a determining factor the success or failure of any assessment. Care should be taken to ensure

that suggestions accompany any observations made and that the assessment report includes credit in areas
where positive action is being taken to protect sensitive information.
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34 St ep AdsessmfenRi sks

The assessment of risk is the fourth step of thedigp OPSEC process.
Risk assessment is the heart of the OPSEC process. In a risk assessnic l
threats and vulnerabilities are compared to determine the potential ri
posed by adveary intelligence collection activities targeting an
activity, program, or organization. When the level of vulnerability is
assessed to be high and the adversary threat is evident, then advers
exploitation is expected, and risks are assessed to béMign the
vulnerability is slight, and the adversary's collection ability is rated to be B3
moderate or low, the risk may be determined to be low, and no protective
measures may be required. Based on the assessed level of risk, cost/benefit
measures can beadto compare potential countermeasures in terms of their
effectiveness and cost.

The goal of the OPSE@ogram is to support the operations of a program, project, facility, activity,

event, exercise, etc. Total security can equate to zero operationailipagheverything is totally secure,

there is no movement, no access, and no use of the asset. Therefore, total security means no production or
results. Since we cannot operate in such an environment, we must accept a certain degree of risk. OPSEC
supprts the operational decision maker in determining the level of risk that is acceptable.

3.41 NSDD 298

NSDD 298 clearly states the responsibility for the level of OPSEC application lies with the activity owner

or decision maker. When deciding the degree of E¥P&pplication, thenanager odecision maker must

consider the impact of loss associated with the asset, how much risk can be accepted, and how much he or
she is willing to spend to reach an acceptable level of BSEE O 470.3CDesign Basis Threatnd

DOE O 470.4B state the acceptance of risk is the responsdiilit Federal employeeligh risk to

certain DOE assets have to be accepted by the Secretary of Energy and moderate risk is accepted by the
Program Office.

3.4.2 Risk Determination

The risk assessent phase provides the decision maker with a firm foundation upon which to make a risk
management decision. Information necessary to the deceisiing process relates directly back to the

first three steps of the OPSEC process: identify critical infoomaanalyze the threat, and analyze
vulnerabilities. Critical analysis provides decision makers with information concerning their assets and
how vulnerable those assets are to threatening acts. As a function of risk analysis, management must
always be aare of the bottom lin how much will recommended countermeasures?dféth this

information theywill weigh the impact of thlss or compromisaganst the countermeasure

Risk analysis helps determine whether the adversary has the intent and capaibijiipit vulnerabilities
and if so, the potential impastRisk can never be completely elimingtedhichis why we must have a
system to manage and reduce the risks to our critical information/operations.

Threat® Vulnerability® Impact = Risk
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Threat is the adversary's intent and capahiltylnerability is the weakness that provides the adversary's
opportunity andimpact is the potential negative consequences inflicted upon a programmatic mission or
facility. Risk assessment helps a decision makamtity which vulnerabilities require protection and the

amount of protection of countermeasures that are to be applied. The level of risk associated with each
vulnerability will help prioritize the application of resources. It is important that all pezsasa the

same scale when assessing the vulnerabilities and thAdzasis the cost if the threat exploits the
vulnerability? The cost is not just money. fACosto

1 Peoplei what is thepotential loss of life or severe injity

1 Timei what happens if the operation/missawes nohappen on tinfe

9 Moneyi what will it cost to secure?

9 Resource$ what other physical resources are at:ng&apons, computers, vehicles?
9 Reputatiori what are thgublic and professional perceptgsh

Risk analysis answers these questions:

9 How likely is an adversary to exploit a particular vulnerability?
9 Whatarethe consequenséf it does?

35 St epAppl i cHt iCorunt er measur es

extent implementing countermeasures to mitigate vulnerabilities to theii

programs and activitiedn this step, countermeasures are developed 05

that will ideallyeliminate the adversary threat, the vulnerabilities thaf ~a -
can be exploited by the adversary, or ttiityiof the information. In

assessing countermeasures, the impact of the loss of critical )

information on organizational effectiveness must be balanced agains / \

the cost of implementing corrective measures. Possible countermeasu. s

should include alternatis that may vary in terms of feasibility, cost, and

effectiveness. Based on the probability of collection, the cost effectiveness ot

various alternatives and the criticality of the activitguntermeasures are selected by

the program manager decisiormaker In some cases, there may be no effective means to protect
information because of cost or other factors that make countermeasure implementation impossible. In
such cases, the manager must decide to accept the degradation of effectiveness oe catieétihs a
reminder DOE O 470.3CPesign Basis Threand DOE O 470.4B state the acceptance of risk is the
responsibiliy of a Federal employeeligh risk to certain DOE assatasustbe accepted by the Secretary
of Energy and moderate risk is accepig the Program OfficéDash 1)

The OPSE@rogramcan assist managers in developing and to a certain l

The process begins with an examination of the totality of an activity to determine what exploitable but
unclassified evidence of classified sensitiveactivity could be acquired in light of the known collection
capabilites of potential adversaries. Such evidence usually derives from openly available data. Certain
indicators may be pieced together or interpreted to discern critical information. Indicators most often stem
from the routine administrative, physicat,techrical actions taken to prepare for or execute a plan or
activity. Once identified, they are analyzed against the threat to determine the extent to which they may
reveal critical information. The threat and vulnerability analyses are used in risk assessassitt in

the selection and adoption appropriatecountermeasures.
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There are hundreds of casffective countermeasures that can be used against existing and future
vulnerabilities. The OPSERrogranshould maintain a generic list of countermeasthrasare available
for utilization.

The examples included in this section are by ho means a complete list of countermeasures. The list is
theoretically endless and limited only by imagination and available funding. Again, the primary
consideration beforariplementing OPSEC countermeasures is the threat and cost versus risk considerations.

9 Shredding waste material

9 Locking offices and file cabinets

fTAdopting a Aclean desko policy

1 Changing outdoor activity

1 Limiting distribution of site information such as orgaation charts, site phone books, email listings,
etc.

1 Modifying routines

9 Covering material stored outdoors

1 Adopting cover stories for sensitive activities

9 Using correct radio procedures

1 Reviewing publications before they become public

1 Maintaining awarenesof sensitive information on travel requests

9 Guarding telephone conversations and not discussing sensitive information over the telephone

1 Encrypting data before transmission

9 Paying attention to casual conversatiémbere and who may be listening

1 Sanitizing conference rooms to include erasing whiteboards at the end of the meetindlerahgf

Dependent on available resourghe OPSEQrogram may initiate varying levels of rigor when
implementing countermeasuré&xamples of varying approacha®included inTable 3.1.

Table 3.1. Three Levels of Rigor in Approaching OPSEC Issues

Issue Sufficient Rigorous Restrictive
Protect Send attachment in Send encrypted email with link t¢ Send encrypted email with
emailed encrypted email; sanitize Metagroup folder that includes  link to Metagroup controlled
information  subject line file; sanitize subject line; folder; protect file with
periodically break email chains password; sanitize subject
line.
Conduct Conduct higHevel In addition, provide In addition, review higHevel
vendor vendor assessment for al Counterintelligence with list of  vendor assessments annually
assessments vendors; Conduct deeper selected vendors for review; and examine relationship
vendorassessment provide staff training in uply Afootprinto (
reviews for vendors of chain risk management that such information is
critical components available)
Scrutinize Review draft articles, In addition, review draft articles, In addition, review draft
publications papers, and presentation: papers, and presentations with  articles, papers, and
with team or program Counterintelligence. presentations with TRUST
lead. engineer.
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Control Implement access Lock components and materials Place ordered components al
physical controls (e.g., bdge in cabinets when unattended. materials in locked containers
access reader) in areas where

components and material

are stored.
Information Metagroups, access Controlled (periodicajt Restrictedaccess PRIME
storage storage reviewed) metagroups, file storage, controlled

passwords (periodically reviewed) SCN
metagroups.

True change cannot come from a checklist: INFOSEC issues and mitigations differ across teams and

In the OPSEC process,istimportant to distinguish between analysis of threat and vulnerability on the

one hand, and implementation on the other. Recommendations on the use of OPSEC measures are based
on joint operationaintelligence analyses, but ultimate decisions on implé¢atiem are made by

supetrvisors or program managers who determine the aspects of a program or activity to be protected. The
decision maker with ultimate responsibility for mission accomplishment and resource managément

have authority for determining vehe and how OPSEC will be applidtherefore, their full understanding

of the OPSEC process, concerasd recommended countermeasures is Wafer tothe DOE O 470.3C
DesignBasisThreatto ensure security risk acceptance determinations are preseaigthdrized

personnelgee also Section.@).

40 MAI NTAI' N THE PROGRAM

4.1 Man ag e negprdtast e

One responsibilitpf the OPSEC manager or practitioner is to provide management with the information
required for sound risk management decisions concerning the otetsensitive information. It is
therefore imperative that managers receive regular OPSEC briefings and updates to ensureghd intent
statusof the progranis understoodActivities mayappear insignificanivhen considerd alone but when
viewed withother indicatorsthey maypresent a risk tthe mission or operation.

It is important to obtain the approval and support of senior management once the list of critical
information and related indicators are completed. imf@mationsuppors a number bactivities to
includewhenestablishing a®A schedule and conducting OPSEC revielts informationmust be
accessible to personnel and managers as avtmsidetermining who should have access to program or
project information and what information ynhe released. It also is a tool to help management
understand the risk in terms of the consequences of loss of the information.

Quarterly or anualleadership awareness briefirefmuldprovidea status of

1 Funding andtsiffing requirement$o determineadequate budget for

T training

T awareness materials

I OPSECmanager and practitioner(s)

T working group members

1 Interdisciplinary relationships of thegogram
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9 Liaison activities

i Program successes

9 Implementation issuemndlessons learned
1 Proposed solutions arabnflicting factors.

The OPSEC prograshould engage leadership in the creadindimplementatiorof solutionsbased on
best practices (of the site and indusamgjllessons learned, and closélow other program and project
management practicésee Appendix F for additional information)

42 Recordkeeping

As required by national policy and further defined through the applicable National Archives and Records
Administratiord guidancea sound, wetdocumented system is necessary to ensure the appropriate
recordkeeping requirements and lifecycle management of DOE reremaintained Seethe most

current versiodOE O 243.1BRecords ManagemeRtrogram for further information

43 Annual Review/ Veri fication of Criti ca

An annual revievof the critical information list(syhould beconductedo identify changs to programs,
activities, or facilities that may result in the modification of critical information topiks.reviewshould
be adocumengd limited informationgathering activity tat, when completed, will inform the scheduling
and implemerdtion of OPSEC actions.

The review should include
New construction planned for a facility that will process or store classified or sensitive matter

New sensitive activities or existing programesurring significant changes

A sensitive program or activityhathas not been the subject of an OPSEC assessment or OPSEC revi
for the preceding thregears.

44 OPSEAXAwWaAar eness

Development and execution of a comprehensive OPSEC awareness prograneigrahgiece of the
overall OPSEC concept. This includes regular briefings to ensure personnel are aware of their
responsibilities in support of the protection of sensitive and classified information. These briefings
provide local implementation of natidrend departmental requirements and may be integrated into or
provided in conjunction with required security briefings (e.g., new hire, comprehensive or annual
refresher briefings).

The localOPSECprogramshould strive to instill a spirit of OPSEC awarsm@mong the general site
population. Ensure that all personnel understand OPSEC principles and that they consider incorporating
OPSEC in their areas of operation.
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44.1 Briefings

When conducting OPSEC awareness briefings in person, it is important to urdigostaaudience.

OPSEC professionals often brief a wide range of people at their sites, both federal and contractor
personnel, and all | evels of the general popul ati
presenting to a small or large grougerd are many things you can to do in advance to ensure your

presentation achieves the desired response.

To connect with your audience, you need to understand why OPSEC is important to them. What do they
expect to learn from the presentation? It is algooirtant to know the level of knowledge they have about
security and OPSEC specifically, so you can present the information with the correct tone to keep people
interested and engaged. There is nothing more insulting than to present basic informatighlyo a h
knowledgeable audienoe speak ah leveltoo high for a novice audience.

Y ou shouldalso gauge the mood of the audience. If the audience seems to be in a lighthearted mood, the
speaker can use humor to keep interest. If they seem to be serioeigapic is of a serious nature, then
the speaker should get right to meat of the talk.

When you know more about your audience and their expectationgiydwe able to tailor your talk to
make it more interesting. Your audience will be engaged andiesétiand you will have help to spread
your OPSEC message.

4.4.2 Learning Styles

A |l earning style is an individual 6s preferred way
Adult learners are used to being in charge of their lives and decidiagsiimportanto them. They

want acknowledgement of past experiences and can bring a great deal to groups discussions. They expect

to get something practical from the training that can be used right away.

Traditional learning styles that may be tailoegdl applied based on the information being taught include:

Visual. Visual learners need to see everything, need visual stimulation and tend to use visual references
when they speak. They prefer to see photos and graphics in training materials.

Auditory or aural . Auditory learnersieedverbal instruction and use hearing references. They prefer
stepby-step instruction. Lectures, group discussjamsl verbal questioandanswer activities work well.

Kinesthetic or tactile. Kinesthetic learners are thoseambrefer handsn situations and tend to use
feeling references in their speediney have a hard time sitting still for a long period and prefer to be
movingand doing things.

Because training and awareness activities are such an important part ottwvee®SEC program, the
OPSEC professional should attempt to incorporate elements of the three learning styles to reach all types
of participants.
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4.4.3 Activities

A talent for creativity is a true asset when discussing OPSEC awareness. There are many ways to
communicate and convey the mess&yeSEC program staff shouldetheir OWG members or other

site personnel to help design and develop new awareness initiatives. The following list identifies some
examples of awareness activities:

1 Giveawaysltems such a®PSEC puzzles, purple dragon figurines, certificates, pins, coffee mugs, tee
shirts, and fortune cookies have been given to employees who provided good ideas or suggestions,
identified potential vulnerabilities, or demonstrated good OPSEC practices.

i PubliatonsUs e of the siteds intranet home page are
word out to the masses. Articles and/or short messages can be easily changed and updated.

1 Site monitorsMany DOE sites have television monitors located througtieeir facility that
broadcast general site information to their population. This is another good way to share short, easy
to-remember OPSEC awareness tips.

1 Shred daysShred events have proven to be an excellent way to bring OPSEC to fellow employees.
Theeventsprovide an excellent opportunity to raise general security awareness and al@RSEE
programto interact with site personnel.

9 Contests. OPSEC programs have generated interest by hosting contests in the site newspaper/bulletin
where clues (indators) are provided weekly on a fictitious critical program and employees are
encouraged to guess the sensitive project. The winner may get their picture in the paper or be given
onea prize

444 Concerns

Tables 41 and 4.2are examples dfow thepublishirg of information and the things said or felt may
impact the OPSE@rogram.Biases and workforceculture that does not fully accept threat hinder
information protection.

Table 4.1. What information and in what venues should we publish?

Information Content Value

Schedule and budget | Priorities, partnerships, timelines for Potential subversion points and their supportin
desigrandproduction activities and ' operations, as well as identificatiohwindows

new capabilities of opportunity
Staff awards Rising leadership, key departments, Potential targets for recruitment or information
and significant innovations
Problems/lessons learn: Design, production, or quality Potentially exploitable vuaerabilities or insight tc
problems or delays create and hide a vulnerability
Conference/NNSA Unique or advanced technologies, Opportunities to make
presentations (OSTI.goy changes in technologies, and proble innovations that could lead to ies) and DOE
solved preferences and approaches

Partnerships (vendor, Partners who provide DOE with part External and lessecure targets for gathering/
suppliers, universities) 'materials, expertise, or technologies targeting cyber and physical information

Socil media (individual Project status, roles in a program, | Nearreattime updates, potentially disgruntled
posts) levels of job satisfaction, and technic staff (recruitment), and insights (timeline or
accomplishments technical) not available through offidisources
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Media (ab rews, Launch of major initiatives, world  Knowledge about statef-the-art research or

corporate media release class capabilities and innovations, ki facilities, canmonalities between weapons,

and posts) personnel, locations of work, and  potential targets, component features, and eve
technology preferences to attend

What we do What we say

Underassess value

Fall back on habit, convenience,
or familiarity

Use shorterm thinking

Assume a security culture

Overvalue collaboration

Overvalue storag

il
f

f
f
f
f
f
f

=a =4 =9

=a =4 a4

Table 4.2. OPSEC Culture

| only have a small role.
My i nf or ma tsified or criticeln 6t c | as

We
It
It

ve al ways coseocuemétwokt ed on th
s a eoff-tmeshelf pait.a |
s a known vendor.

o O O

Ités a prototype.
| may not end up using that vendor

My team doesndét openly associat
weapo® so ot hers wonot.
Why would a vendor show other customers my part?
But i tdés on dwhpaddeyptd ¢ tbwgormloté vul n
It is not coveed in the classification guide so
0O éit must not be classified.
0 él1 guess | dondédt need to pro

Nothing about this research is classified.
We collaborate with academic and industry partners.

It is on my lapbp/USB, so it is protected.
The emai l was only sent within
encrypt.

445 Delivering the OPSEC Message

OPSEQprofessionalshould attempt to fullyset oday ds technol ogi es to
creative wherselecting the best platforrBome examples of OPSEC posters are included in Figures 4.1
and 4.2. Additional examplegrovided byOPSEC programwill be added to OPSEC ResouraegsDOE
Powerpedidoundathttps://powerpedia.energy.gov/wiki/Office_of Security Policy
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TV dl Y
FACabOOk
A great way to stay in touch All the coolKids are doingit

and meet new people @ Ensuring your workspace is

sanitized for visitors is AWESOME!

= e S e T4 Reviewing speeches and
- presentations for OPSEC
o : concerns is RADICAL!

1= Keeping sensitive work discussions
in the workplace and out of the bars
is WICKED!

|

. B

While your adversary might not
make it quite THIS easy- know
that they're trying.

You ‘Do” OPSEC €8

Poor OPSEC isn’t the
end of the world, right?

Who's responsible
for OPSEC?

Sometimes, things just
seem out of place.

Report suspicious activity.
Everyone is an OPSEC sensor.

For them, it

nefiiasia role to play in might be

Be an'*OPSEC sensor.

You "DO" OPSEC
o O 02085 073

()

You "Do] OPSEC

Figure 4.1. OPSEC Poster Examples
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